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Networks

Newman

John Rauser

» Director of Software Engineering, Cloud Security

» Working for Cisco for 6 years building high
performance, cloud-delivered security solutions

» Developing Zero Trust Access in Secure Access

» Avid reader, speaker, blogger, writer
 Website: webrauser.com

* LinkedIn: @jrause
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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

ﬂ Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2885
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< Catalyst 9000 Series Switching Family =...

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

Kenny Lei

Cisco Systems, Inc. | Technical Market...
Categories
Technical Level
Intermediate (596)
Tracks
Networking (220)

Session Type

Breakout (453)

‘ m Join the Discussion

Enter your personal notes here
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Secu re Access SeSS|ons! « BRKCOC-2040: Cisco ITs Journey to SSE - Enabling

Hybrid Work with Cisco Secure Access

« BRKSEC-2285: The Latest in Cisco Secure Access
(SSE) Innovation

« BRKSEC-1015: Is VPN really dead and replaced by
Zero Trust Network Access?

« BRKSEC-2882: Enterprise Browsers and Secure
Client

« BRKSEC-2772: Al Driven Operations and Self—
Healing Cisco Secure Access

« BRKSEC-2170: Universal Zero Trust with Cisco
Secure Firewall

« BRKSEC-3027: Deep Dive into Cisco’s Use of QUIC,
MASQUE, and OS Native Capabilities to Deliver
Frictionless Zero Trust Access

]
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Product

Pattern 1:
Product

“If | had asked people what they wanted they
would have said a faster horse”

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2885

~ My Life and Work
1928
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Cisco Secure Access

Unified Platform

AN

% Internet
[—D apps

C/\D SEENS)
O / . rl_tl apps
() @ Cisco Secure Access om _
© Core private

User D apps

Unified Connectivity | Non-standard
Seamless & Transparent connection 0 apps

O Unified Management
< Single console to control both Connectivity & Security

]
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SSE: Network and Security Transformation

\

i — s

Perimeter security

appliances to protect network . .
PP P Security Service Edge

\
|
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Cisco Secure Access
Overlay security service network with intelligent interconnect

On-Prem Application Access via FW & ZTNA

Managed
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©)

Unmanaged
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Gateway Prevention  Security Broker 1
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ZTNA
Proxy

Secure
Remote
Access

POPs in Public Cloud and Cisco Edge Data Centers
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Network
Tunnel
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ZTNA Private
Applications via
App Connector or
Backhaul VPN
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Private Applications
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SD-WAN

BRKSEC-2885

Public/Private
Cloud

DC/POP/
Branch

| -t
S

Support hybrid
on-prem FW
enforcement

for ZTNA use
cases (DC, Colo)
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Cisco Secure Access
Overlay security service network with intelligent interconnect

.............

Managed
Endpoint
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\°)

Unmanaged
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On Premise,
Users, Devices
& Things

Management & Configuration

Traffic Acquisition

Security Services

o

Shared
Services

Platform as a Service

Public Cloud (AWS) and Private DC (Webex DC)
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Internet/SaaS
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Public/Private
Cloud

2 -
S

Support hybrid
on-prem FW
enforcement

for ZTNA use
cases (DC, Colo)

— DC/POP/
Branch
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Pattern 2:
Quality

“Quality is everyone's responsibility” - Deming

© 2025 Cisco and/or its affiliates. All rights reserved.

OuT
OF THE
CRISIS

W. EDWARDS
DEMING

Product

Quality

BRKSEC-2885

1928

My Life and Work

The Toyota Production System

©1945-1980

14
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Toyota

Production
System TPS
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Cisco Secure Access - Layered Quality Framework

Customer
Defects & VOC
Insights

E2E System
& Perf
Testing

E2E Functional
Testing

APl &
Component
Testing

Development

© 2025 Cisco and/or its affiliates. All rights reserved.

) Voice-of-
Es;:alanon SRRl aSnFal\llliﬁ | Process t
ocus insights \; mprovemen

Perf/Scale Test

System Test

End-to-end
Functional

End-to-end
Performance

Sanity & Perf Automated & Component Cl Solution
benchmarking Manual Testing Tests Integration test
Code
Reviews with Unit Test
Approvals

Component Code
Integration Tests Coverage

BRKSEC-2885

Focus Area

Customer listening
Addressing issues
Continuous Improvement

Whole product solution
focus

Validation of product
scenarios

Black-box testing E2E

Subsystem focus
Validation of features
Gray/black box

Module Focus
Verification of interfaces
White/grey box

16

|||||l|l|
Cisco



Pattern 3:
Design

The DESIGN
of EVERYDAY
THINGS

DON
NORMAN

“Good design is actually a lot harder to
notice than poor design”

© 2025 Cisco and/or its affiliates. All rights reserved.

Product

Quality

My Life and Work
1928

~ Toyota Production System
1945-1980

~ The Design of Everyday Things
1988
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‘dsts Secure Access ® Q JohnRauser v

Access Policy

g applications

affic. Help 0

= Filters

Rule name Access Action Sources Destinations Security Hits Status

Allow Engineering to OpenAi Internet ¢ Any Generative A... (]

Genreeative Al Block Internet None § (]

Rows per page | 100

Default Access Rules

Rule name Action Sources Destinations Security Posture

For all private access ) Block Any Any private destination

For all Internet access © Allow Any Internet destination

User Experience

]
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Vector Packet Processing

service service

libmemif |1 (— N1 libmemit

I

Packet Handler Packet Handler

10

N
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Pattern 4:
Flow

“Reducing batch size is the single most
important change that an organization can
make to improve flow”

© 2025 Cisco and/or its affiliates. All rights reserved.
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My Life and Work

1928

The Toyota Production System

1945-1980

~ The Design of Everyday Things

1988

~ The Principles of Product

Development Flow, 2009
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Continuous Delivery

Fundamental to High-Quality Delivery S o g

« Minimizes errors from the interaction of changes ol %

° *OOgaai“’
Allows for fast feedback on changes CONTINUOUS

» (Creates a bounded search for resolving issues DELIVERY

Single piece flow e
- Changes are delivered individually Davip FARLEY

- Each "unit of value" is delivered independently
- Each change flows through the entire pipeline

Foreword by Martin Fowler

]
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Continuous Delivery

Development is always of moving from working, to working, to working
(no BIG BANGS)

» = 4 B

Gall’'s Law: “A complex system that works
IS invariably found to have evolved from a
simple system that worked.”

'
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Software delivery performance metric

Deployment frequency

For the primary application or service you work on, how
often does your organization deploy code to production
or release it to end users?

Lead time for changes

For the primary application or service you work on, what
is your lead time for changes (i.e., how long does it take
to go from code committed to code successfully running
@ production)?

Time to restore service

For the primary application or service you work on, how

long does it generally take to restore service when a

service incident or a defect that impacts users occurs
.g., unplanned outage or service impairment)?

Change failure rate

For the primary application or service you work on, what
percentage of changes to production or released to users
result in degraded service (e.g., lead to service impairment
or service outage) and subsequently require remediation
(e.g., require a hoffix, rollback, fix forward, patch)?

© 2025 Cisco and/or its affiliates. All rights reserved.

Elite

On-demand
(multiple deploys

per day)

Less than
one hour

Less than
one hour

0%-15%

High

Between once
per week and
once per month

Between
one day and
one week

Less than
one day

16%-30%

Success Metrics (DORA)

Medium

Between once
per month and
once every

6 months

Between one
month and
six months

Between
one day and
one week

16%-30%

Low

Fewer than
once per
six months

More than
six months

More than
six months

16%-30%

BRKSEC-2885

THE SCIENCE OF LEAN SOFTWARE AND DEVOPS

ACCELERATE

Building and Scaling High Performing
Technology Organizations

Nicole Forsgren, PhD
Jez Humble, and Gene Kim

with forewords by Martin Fowler and Courtney Kissler
and a case study contributed by Steve Bell and Karen Whitley Bell

23
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Pattern 5:
Resiliency

I'HE BLACK SWAN

SKIN

IN THE

GAME

Hidden Asymmetries

in Daily Life

—

NASSIM
NICHOLAS TALEB

“Things designed by people without skin in
the game tend to grow in complication”

© 2025 Cisco and/or its affiliates. All rights reserved.

Product -

Qiality) e

BRKSEC-2885

My Life and Work
1928

The Toyota Production System
1945-1980

~ The Design of Everyday Things

1988

~ The Principles of Product

Development Flow, 2009

. Skin in the Game

2018
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On-call Engineering

* On-call is the cornerstone of everything we do ... “You Build it. vou run it”
« creates skin in the game Y

* teaches us about our system Werner Vogels, 2016
« forces us to own our risk

Priorities and Responsibilities



https://www.infoq.com/articles/software-systems-accountability/?itm_source=infoq&itm_campaign=user_page&itm_medium=link

On-call Engineering

11:33 il LTE @)
4 Escalation Policy - Backend
LEVEL 1
Jeff Wu

=07-27,9:30 AM-2020-08-03, 9:30 AM

LEVEL 2

John Rauser
Always On-Call

Deployment

CI/CD, build, deploy, staging, rollback, waves,
patching, autoscaling, forecasting

- Observability

'~ Monitoring, metrics, tracing, measurement,

logging, dashboards, alerts, correlation, NOC

Reliability
End to end testing, performance, capacity,
health & trend monitor, availability, toil mgmt

Data Plane

Service chaining, multi-tenancy, DAQ), fault
recovery, steering, service discovery

Control Plane

B O
Apat 4 |

Always On-call!

Policy distribution, configuration management,
logging & reporting, APIs

=

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2885 26 CIsco



Monitors / Logs & Metrics

SLI

firing
FAILED in DC:chil.edc, host:10.202.6.185 role:cdfw_ss

- resolved
ILED in DC:chil.edc, host:10.202.6.185 role:cdfw_ss

]
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 Tests & Monitors

» Allows us to extend our coverage

* Logs & Metrics

» Agents are helping to correlate and understand signals

HOW AI iS Cha ng i ng ThiS * Much quicker time to detect and time to resolve

* Alerts & Runbooks

« Agents are taking over the initial step of gathering context

« Recommending actions and remediations for us to take

]
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Pattern 6:
Reliability

Reliability g
Engineering

HOW GOOGLE RUNS PRODUCTION SYSTEMS

Edited by Betsy Beyer, Chris Jones,
Jennifer Petoff & Niall Richard Murphy

b

"Hope is not a strategy.

© 2025 Cisco and/or its affiliates. All rights reserved.

Product -

Quality -

Resiliency

Reliability -

BRKSEC-2885

My Life and Work
1928

The Toyota Production System
1945-1980

The Design of Everyday Things
1988

The Principles of Product
Development Flow, 2009

. Skin in the Game

2018

Site Reliability Engineering
2016
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Site Reliability Engineering

——————————————————————————————————————————————

' \
Automation ! — N : . Deployments
| d9E @ ‘ =
i @ -1 I o : 5
! DNS L34/ Secure Web  paig | Cloud- :
Capacity E Security Fire\éxlveil G(aSt\?VvE/aa)y Pra?gel_r;(tj)izi Seg;g/t&/zgg)c?ksesr E SLIS / SLOS
i @ Service Router i
= i Region
: ' (N : .
Tooling ; U & o) s ; Buildouts
! JFK Dg/?e ZTNA Secure SD-WAN & !
] Support Posture Proxy Remote Network ]
) i & Health Access Tunnel i EX erience
Practices | : periet
.‘ i Monitoring
Sommmmmmm POPs in Public Cloud and Cisco Edge Data Centers ~ =======- ‘

DU LU A
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Data Center Strategy Globa Loac

Tunnel LB VPN LB

e WG

N

Servlce

Router
‘ Firewall |
“

IPSEC

Data Node

Cloud DC 0O

Cloud DC 1

© 2025 Cisco and/or its affiliates. All rights reserved.

Management (DNS)

LB LB
IPSEC ‘ VPN : > ==
Data Node Headend

Firewall

Resource
Connector

Edge DC 0 - | oo

Edge DC 1

| e oct J
EdgeDC2 J

Edge DC 2
BRKSEC-2885 31



Global Scale Backbone

Connecting users and apps from anywhere to anywhere,
with low latency and high availability

Carrier

Resiliency - Networks ™
Region

Resiliency
Region

ThousandEyes

Service Service
Router Internet Router
-~ Exchanges ¢ | ThousandEyes |

AWS .y ). AWS
ervice . S
glé)ud . _ Service o ervice Cloud

. Router DC
Providers
ThousandEyes

ThousandEyes

Internet
- Transit
Underlay network

I OQverlay network

]
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Pattern 7:
Systems Thinking

Thinking in Systems

“The world is a continuum. Where to draw a
boundary around a system depends on the

purpose of the discussion”

© 2025 Cisco and/or its affiliates. All rights reserved.

Product

Quality

Reliability

Systems Thinking

BRKSEC-2885

My Life and Work
1928

The Toyota Production System
1945-1980

The Design of Everyday Things
1988

~ The Principles of Product
Development Flow, 2009

. Skin in the Game
2018

Site Reliability Engineering
2016

Thinking in Systems
2008
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Troubleshooting

Narrowing down the problem across the system

Policy and Configuration

SSE
. VPNorZTA | " IPSecorRC |
Computer Your Infra Our Headend Our Backhaul Your Infra Host

]
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The Al Assistant

* Policy Creation
* Documentation Summarization
» Experience Insights

» Troubleshooting

© 2025 Cisco and/or its affiliates. All rights reserved.

Welcome to your Cisco Assistant

Powered by generative artificial intelligence and natural language processing,
the Al Assistant serves as your virtual companion, dedicated to assisting you in
efficiently managing your Cisco Security products starting with Policy
Assistant.

Cancel

]
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Troubleshooting Assistant

Cisco Al Assistant

ZTA Access failure analysis © 1lssue and 2 Warnings 9/9 checks

You @) ~  Device Enroliment

y can't Solomon access netx-private-app? . ) )
Why can't Solomon a netx-private-app The user Solomon is successfully enrolled for Zero Trust device enrollment in the network.

QO Al Assistant

System Resources

Verify settings in the event details section and then click Analyze event.
Network Connectivity
Event details

Resource Reachability
Sources: solomon huang (solhuang@

- - Network Connections
Destinations: netx-private-app

Connection Type: ZTA App Access #\ Warning

Device type: All Device Types x

User Access 4\ Warning
Devices: solhuang-tia

Policy @ Issue

There was a blocked event. The ZTNA block reason is: "failure in connection to DNS server."

Navigate to Activity Search for Client Based ZTA (7

]
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xperience Insights Assistan

© 2025 Cisco and/or its affiliates. All rights reserved.

Edit default test target

Synthetic
destinations.

onboarding.
Zero Trust Access
RAVPN
SWG Roaming Module
Custom target

Target type

Private resourt

zta-private-app (

Public application

Test interval
1 minute

th

Registered endpoints

25

Calculate

with user jour
o all endpoints an

e the default target during

Estimated maximum throughput (&

25 KB/s

Cancel m

O Al Assistant

Event Analysis:

Based on the information provided, here are the possible failure reasons why Rusty Shackleford
cannot access CHCLASEN-DC:

« Failure in connection to the DNS server preventing Rusty Shackleford's access to CHCLASEN-DC.
* ZTA enforcement blocked the attempted connection for policy reasons.
* ZTA DNS issue causing Rusty Shackleford's inability to access CHCLASEN-DC.

* Rusty Shackleford was blocked access to CHCLASEN-DC 90 times due to the reason "User is not
allowed access to this application”.

Note that these are possible reasons only, and further investigation may be required to determine the
exact cause.

ZTA Access failure analysis © 1lssue and 2 Warnings 9/9 checks

® . Device Enroliment

(©) A System Resources

The device associated with Rusty Shackleford, 'Win11-2', is not configured in
Experience Insights. Therefore, | am unable to retrieve system resource data for this
device.

Network Connectivity
The device associated with Rusty Shackleford, identified as ‘Win11-2', is not

configured in Experience Insights. Therefore, | am unable to retrieve network status
data for this device.

BRKSEC-2885
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Product
Pattern 8:
Learning Quality
REVISED AND UPDATED WITH lo;l NEW PAGES DeS | g n
Flow
Resiliency
Reliability
Systems Thinking
“A learning organization is a place where people are
continually discovering how they create their reality. And _ _
how they can change it.” Continuous Learning

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2885

My Life and Work
1928

The Toyota Production System
1945-1980

The Design of Everyday Things
1988

The Principles of Product
Development Flow, 2009

. Skin in the Game

2018

Site Reliability Engineering
2016

Thinking in Systems
2008

The Fifth Discipline
1990
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Incidents

Incident Response is a muscle that the org
needs to constantly exercise

Incident Analysis as a skill that an organization
learn and develop

Two sides of the system:
The system and what went wrong
The people and what they understood

Two analytical approaches:
Root Cause Analysis (RCA)

Learning From Incidents (LFI)
» John Allspaw, Dr. David Woods

© 2025 Cisco and/or its affiliates. All rights reserved.

[ _— ' organization/ S
COde. testing eploy encapsulation monitoring
generating tools tools to0lS tools

tools /.

macro
descriptions |
externally sourced

~ code (e.g. DB)

. : 3 internally sourced code
test cases ! ‘ results "5 s delivery results
e | £ code Sm,ﬂ» technology

S(,}VID‘S: ) \ stack

rules, etc. 3 i i
testing/validation code repositories
suites ' ;
‘,,

https://snafucatchers.qgithub.io

]
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Cisco Secure Access

Overlay security service network with intelligent interconnect

Managed
Endpoint

©)

Unmanaged

ooo
ooo

ain

On Premise,
Users, Devices
& Things

Internet/SaaS

Private
— Applications

Public/Private
Cloud

—> DC/POP/
Branch
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S| -

7 .
S

Support hybrid
on-prem FW
enforcement

for ZTNA use
cases (DC, Colo)

41
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Cisco Secure Access
Overlay security service network with intelligent interconnect

On-Prem Application Access via FW & ZTNA

Managed
Endpoint

©)

Unmanaged

ooo
ooo

ain

On Premise,
Users, Devices
& Things

Internet / SaaS

@

Private Applications

Clientless
Application
Access

v

Internet / SaaS

@

e e

Private Applications

@

DNS
Security

L0

2

L3/4/7
Firewall

——

MFA
Support

¥

Device
Posture
& Health

1

1

. i

1

1

e I
Secure Web Data Loss Cloud-access :
Gateway Prevention  Security Broker 1
(Swa (DLP) (CASB) I

B

)
Service Router

B @ =@

ZTNA
Proxy

Secure
Remote
Access

POPs in Public Cloud and Cisco Edge Data Centers

SD-WAN &
Network
Tunnel

| e p——

- — -

ZTNA Private
Applications via
App Connector or
Backhaul VPN

—{

Private Applications
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SD-WAN

BRKSEC-2885

Public/Private
Cloud

DC/POP/
Branch

| -t
S

Support hybrid
on-prem FW
enforcement

for ZTNA use
cases (DC, Colo)

42
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
00

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
mobile app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Continue your education

© 2025 Cisco and/or its affiliates. All rights reserved.

Contact me at:
Email: jrauser@cisco.com

LinkedIn: @jrause

BRKSEC-2885

N [ A
( » e = (3] ==
) 0000 VY
p— MMM
Visit the Cisco Book your one-on-one Attend the interactive Visit the On-Demand
Showcase for related Meet the Engineer education with DevNet, Library for more
demos meeting Capture the Flag, and sessions at
Walk-in Labs www.Ciscolive.com/
on-demand
- J Y,
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mailto:jrauser@cisco.com

Thank you CISCO Live !
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