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About Me

« SASE/SSE Sr. Technical Leader
« Wife + Mom
« Being outdoors
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Securing the distributed edge

While protecting Al use

Work from Access apps Secure use of Al Inconsistent Downtime
anywhere < sers/agents) user experience risk
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Cisco SASE

Converged cloud-native secured connectivity grounded

in zero trust

Users
Everywhere
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Managed and D—D

unmanaged devices

loT devices
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Secure SD-WAN +

Commercial and Enterprise

Experienced through
Common Platform

One platform to manage SASE
operations

Shared Platform Services

Operational efficiency through unified
RBAC, APIs, Logging

© 2026 Cisco and/or its affiliates. All rights reserved.

Cisco SASE

Secure Services Edge

Cisco Secure Access

Outcomes and Our Journey

Al based Unified Policy Engine

Natural language policy management
for simpler security outcomes

Common objects/SGTs

Define once, use objects everywhere
across SASE experiences

BRKSEC-2286

S8 Identity First

ISE + Identity Intelligence

Identity Intelligence

Create one converged view of
identity across an organization

End-to-End Observability and
Troubleshooting
Unified observability, assurance and
troubleshooting experience powered by
Al Canvas, ThousandEyes
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Commercial and Enterprise

Experienced through
Common Platform

One platform to manage SASE
operations

Shared Platform Services

Operational efficiency through unified
RBAC, APIs, Logging
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Cisco SASE

Secure SD-WAN S8 Secure Services Edge

Cisco Secure Access

Outcomes and Our Journey

Al based Unified Policy Engine

Natural language policy management
for simpler security outcomes

Common objects/SGTs

Define once, use objects everywhere
across SASE experiences
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= Identity First

ISE + Identity Intelligence

Identity Intelligence

Create one converged view of
identity across an organization

End-to-End Observability and
Troubleshooting
Unified observability, assurance and
troubleshooting experience powered by
Al Canvas, ThousandEyes
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Connectivity & Context
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What is a Network Tunnel Group?

Region based tunnel redundancy

Any IPSec capable device

Network Tunnel Groups (NTGSs)

i Secure '_A‘CCGSS ) » A pair of IPSec tunnels: primary and secondary for
Reglon redundancy
N \ { [E :I « Connected to different pre-defined DC locations
//" Primary « Within the same region
@ \;\ N . DC____. - Provides intra-region failover
CPE [:] - Failover
N = - IKE Dead Peer Detection
L ________ ,"' Secgrcl;dary » BGP keepalive/hold-down timers
Network Tunnel*—>""2z-=====-=~* J » 1G per tunnel capacity
Group « Use multiple tunnels to increase bandwidth

« ECMP supported

el
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Multiple Tunnels with ECMP

Solution:

CPE varies the local tunnel
id for each tunnel to
maintain uniqgueness using
“+”delimiter and Tunnel
Tag

Secure Access IKE control
node will strip out the “+”
delimiter and Tunnel Tag to
maintain authentication and
connectivity to a single
NTG

© 2026 Cisco and/or its affiliates. All rights reserved.

Example:

System generated NTG Hub Tunnel IKEv2 ID:
tunnel-id@<orgid>-628670429-sse.cisco.com

Unique Local IKEv2 ID configured on CPE:
tunnel-id+<tunnel tag1>@<orgid>-628670429-sse.cisco.com
tunnel-id+<tunnel tag2>@<orgid>-628670429-sse.cisco.com

tunnel-id+<tunnel tag10>@<orgid>-628670429-sse.cisco.com

Secure Access IPsec headend strips off “+<tunnel tag>”
tunnel-id+<turreHagt>@<orgid>-628670429-sse.cisco.com

el
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The Evolution of Network Access Security

Poor Context Awareness

Relies solely on network-level identifiers like an IP address (e.g.,
192.168.2.101), which provides no visibility into who is accessing
the network or the state of their device.

@

~ VERIFY'YOUR IDENTITY

ENTER PASSWORD

------------

2-STEP CODE

om0 Rich Context Awareness

Leverages comprehensive data points--including user identity,
device posture, location, and time--to make intelligent, dynamic
decisions, ensuring that access is granted only when the context
is verified and secure.

el
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Cisco Duo: Trusted Access

-
Adaptive Authentication
Duo evaluates login context. Unusual locations/new devices
trigger MFA or block attempts.
Application-Level X
Security
-
Device Health Check
. Performs posture check: verifies OS updates, disk encryption, &
Device Health Check active security software. Non-compliant devices are restricted
until remediated.
\_
Adaptive [
Authentication - .- .
Application-Level Security
Moves beyond network perimeter security. Applies context-
aware policies to individual apps, ensuring users meet specific
criteria to access critical data, even when inside the network.
\_

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286
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Cisco ISE: Network Access Control

Dynamic Segmentation
ISE identifies all devices (wired/wireless/VPN) and
assigns Security Group Tags (SGTs) based on user role

Cisco ISE and context.
Continuo D : Context-Based Policies
us Synamlc Enforces access via Who, What, Where, When, How.
Monitorin eg_ment Contractors get internet access; employees on managed
g Clilely laptops get full access.
Context-
Based Continuous Monitoring
Policies ISE tracks network changes. If a device status shifts, ISE

auto-quarantines it to prevent lateral movement.

el
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Core Capabilities: Cisco ISE and Duo

CISCO ISE
Deep visibility into users, devices (including loT), and
applications
Secures network access and contains threats
Provides rich contextual information
Performs posture checks to ensure compliance

Cisco Duo
Authenticates users and verifies devices before access

Provides strong MFA, device trust, and SSO

Enables passwordless login capabilities
Prevents unauthorized access and credential breaches

BRKSEC-2286 16 Cisco
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Visualizing and Normalizing ldentity

Create Context-aware
sources ldentity Groups (SGTSs)

Cisco Technology Alliance Partners
(MDM vendors,

PrintersSGT
RADIUS AAA

Network devices with built in = / RobotsSGT
sensors that reveal device type ,

Workload Integrations (AWS, PhysicianSGT
Azure, GCP, Vmware) with ISE

el
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Unifying Identity

Create Context-aware
ldentity Groups Share Common Identity
(SGTs)
Consume context Share context Enforce consistent access
from its local domain everywhere, across with a unified policy
networking and security experience
% domains
PrintersSGT pxGrid '
Common Identity
pxGrid Cloud
RobotsSGT
REST AP Campus / | DEIE! Center| Cloud
PhysicianSGT Syslog Branch

el
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ldentity Services Engine (ISE)

Leverage SGTs for granular access control

SGT Based Policy
across network &
Cloud

Maintain micro
segmentation
through Secure
Access

Uniquely identify
devices and traffic
based on context
from ISE

Apply policy to SGT
Based identity

© 2026 Cisco and/or its affiliates. All rights reserved.

Catalyst
SD-WAN
Manager

e
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Consistent Policy
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i A

ISE

SD-WAN

Share
SGTs

-

¢ L&

Users

& &

-

@ 10-Contractors
20—-IT Admins
30-Zone 1

@ 40 - Robots

e

Secure Access

\ 4

v @v

0% |

I0T_OT
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Catalyst SD-WAN

VPNid support for consistent segmentation

VPNID Based policy
across both
SDWAN & Secure
Access

Maintain

segmentation in
branch & in the cloud

© 2026 Cisco and/or its affiliates. All rights reserved.

Catalyst
SD-WAN
Manager

Corporate users
network segment

Users

Consistent Policy

Share VPNid

SD-WAN

IOT devices
network segment

\ 4

Secure Access

I0T_OT

\ 4

Maintain VPNID inside
tunnel

BRKSEC-2286
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Users

I0T_OT
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Packet Format

Generic Network Virtualization Encapsulation, VNI: @x8@184c
Version: @
Length: 68 bytes
Flags: 0x@@
Protocol Type: IPv4 (@x0300)
Virtual Network Identifier (VNI): @x@@1@d4c (4172)
Options: (6@ bytes)
Unknown, Class: Cisco Systems, Inc. (@x@186) Type: 8x56 (Non-critical)
Unknown, Class: Cisco Systems, Inc. (@x@186) Type: @x61 (Non-critical)
Unknown, Class: Cisco Systems, Inc. (@x@186) Type: @8x54 (Non-critical)
Class: Cisco Systems, Inc. (@xB1@6)
Type: @8x54 (Non-critical)
Length: 8 bytes
Unknown Option Data: 8092080800 VPN iA - tlsl\k'
Unknown, Class: Cisco Systems, Inc. (@x@186) Type: 8x53 (Non-critical)
Class: Cisco Systems, Inc. (@xB1l@6)
Type: 8x53 (Non-critical)
Length: 8 bytes

Unknown Option Data: @@1lc@fof SCTT——&%

el
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Packet Format

R e A e  arr
|ethernet | I ESP | sdwan label | mdata | IP ..

A

+-t-t-t-t-F-t-t-+-+-+-F-F-F-+-+-+-+-+-+-+

Carrying VPNID | 0| Type(Oxc) | VPN ID |

+-t-t-t-t-F-F-t-+-+-+-+-F-+-+-+-+-+-+-+-+

—+-t-t-+-+-F-F-F-F-F-F-F-F-+-+-+-+-+-+-+-+

Carrying SGT [0 Type (1) | SO e

+-t-d-F-F-F-F-F-F-F-F-+-F-+-+-+-+-+-+-+--+

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286
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Common context awareness from network to cloud

SGT Based Policy
across network &
Cloud

Maintain micro
segmentation
through Secure
Access

Uniquely identify
devices and traffic
based on context
from ISE

Apply policy to SGT

Based identity

© 2026 Cisco and/or its affiliates. All rights reserved.

( Consistent Policy )

@

JAVAVAN

172.16.100.10

|

$ 192.168.100.10
I

| 192.168.200.0/24

Any IPSEC
device

BRKSEC-2286

SGTs & Mappings
\ 4

s

@ Contractors

192.168.100.10
172.16.100.10

Zone 1

192.168.200.0/24

CeH

~
~_

Secure Access

23
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Use Cases




Secure Internet Access (SIA)

e Cisco Secure Access

N
DNS
) E— “ @ @ . QDD Internet/
: SWG DLP CASB NAT SaaS
Traffic @
Acquisition '
Auth
Optional _)
A PSEC o »
— SDWAN Hub _,
FW &
cranch, Services IPS
hybrid work, Sl
loT
N Secure Access PoPs J

el
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Secure Private Access (SPA)

e — Cisco Secure Access
Traffic Acquisition
DNS
( )
RAVPN
g P
— U —.
— Client ZTA Client
emote
Managed ZTA&VPNaaS| | HE | Auth | ¢ Dﬂ
MFA Device
@ | i (ZTA Prox% SHpEeR e oS
an
—_— i ional Ith
Remote Cl|ezr%t|Aess Optional
Unmanaged

N
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Services
Router

Secure Access PoPs
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-
| Public/Private
- j{jPSEC L Cloud )
EE: SDWAN() r N\
ps DLP
==
J
DC/POP/
Branch
. J
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Hybrid Private Access for flexible enforcement

Single set of ZTNA policies used in cloud and on-premise

) Secure Access
Roaming Users Resource 1

Optimized 77
@ > Ehee Backhaul Gateway

Resource 2
Private Only

Customer Premises

Resource 1 Cisco Firewall v
Optimized >

Resource 2

Private Only Resources

FTD

** Roadmap: policy enforcement on 8k routers

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286
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Demos




SASE: Secure Access integrated with Cisco SD-WAN

Your security strategy for a hyper-distributed world

Cisco SASE

Secure Access

‘ Meraki SD-WAN ‘ Catalyst SD-WAN ‘ FTD SD-WAN

( Mix and Match Components | Single Policy | Flexible Enforcement

el
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Meraki AutoVPN Into Secure Access

Cloud path AutoVPN
to SSE for SIA & SPA

——

. MX path AutoVPN for
Meraki SASE direct local access

Branch Types Enroll a branch using one tunnel to SSE for scale

and SPA/SIA communication

@
Cloud Spok — 090 Users
I Rl E N Everywhere
ZTA
Hybrid @ RAVPN —
Hub 1 é; Internet
-
@Meraki hubs host private apps AutoVPN  Secure ACCess  NAT .
Distributed Access Cl/—raj SaaS & Al apps
Centralized Security

IPSec —
\ = Secure

Firewall

Secure
Router

il
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Hub 2

Hybrid Spoke ]




Cisco SASE with Meraki

22222222222



SDWAN integration with LAN
switches and access points

22222222222



Secure Firewall into Secure Access

The SASE wizard
simplifies tunnel
creation by automating
multiple steps

Offload internet C/_\)

security to Secure "

Access Secure Access

Distributed Access
Centralized Security

Data Loss Prevention

Al Guardrails/Al
Semantic Security

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286

@
50 4 Users
N Everywhere

ZTA

RAVPN
é Internet

NAT

SaaS & Al
CT[:D\D aa apps

afrargn
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SASE with FTD Demo
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Cisco SASE with Catalyst
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The high cost of fragmented operations
Challenges of managing SASE

Traffic spike...network
congestion?

Disjointed Experience

.

f
B

NETOPS

Siloed management
consoles for SD-WAN &
Security

Fragmented identity &
access control (RBAC)

No unified sign-on
experience

o
c
e
XA

© 2026 Cisco and/or its affiliates. All rights reserved.

R —

Inconsistent Security

Posture

Drifting policies across
Network & Security layers

Duplicated objects - no
single source of truth

BRKSEC-2286

%

Traffic spike...data
exfiltration?

|

miiy

SECOPS

Blind Spots

Decoupled monitoring
creates troubleshooting
dead-ends

Lack of end-to-end
correlation

il
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Rich, centralized management for SecOps

- _ )
Security Cloud Control
( SN10) Security policy Monitoring Troubleshooting )
~ ) 4 ) )
SD-WAN " LG : Multicloud | Secure
Manager a2 ULl ' Defense s Access

Console

TR I
© 2026 Cis A o
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SASE with Catalyst SD-WAN
Demo




Cisco Hybrid Private Access
with Firepower Threat
Defense

/\x\
N



Cloud Access Path

Remote User Flow

SA checks access policy
"myhrzone acl” and if the
private resource “myhrapp-
acme” is associated with the

Secure Client FTD
checks if this
appisa ZTNA
app
—[ 2. Authentication + TND ]—} RIS GEN]] ]
Gateway
mTLS/HTTP2 Session ZT
Proxy

1. User types
yp [ Remote User ] \_ ) Connector

https://myhrzone.acme.
com in the browser

- e o e e mm e o e e e e e e = e

Resources

\
1
1
1
1
1
1
1
1
1
1
1
1
|

o o e o - —

So - _[ Customer Premises ]_ ¢

il
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https://myhrzone.acme.com/
https://myhrzone.acme.com/

—— e o e = o = = e

Local Access Path

On Prem user flow

[ On-Prem User ]

Secure Client
checks if this
app is a ZTNA

app

1. User types
https://myhrzone.acme.
com in the browser

© 2026 Cisco and/or its affiliates. All rights reserved.

2. Authentication + TND

3. Authorization token

MTLS/HTTP2 Session

MTLS/HTTP2 Session

4. Secure Client sends
the AuthZ token

BRKSEC-2286

SA checks access policy
"myhrzone acl” and if the
private resource “myhrapp-
acme” is associated with the
FTD

Cisco Firewall ]-\

T
Proxy

J

5. FTD verifies
the token and

allows Lee to

access the App

L M0

Resources
Customer
Premises

B R S USSR R U U I ———

41


https://myhrzone.acme.com/
https://myhrzone.acme.com/

Something

Secure Client
checks if this is
[ ] EWAR\NTe]o]

1. User types
https://unifiedfin.acme.com
in the browser

© 2026 Cisco and/or its affiliates. All rights reserved.

2. Authentication+ |

TND J

>

<< [ 3. Authorization token

L

—

MTLS/HTTP2 Session

MTLS/HTTP2 Session

4. Secure Client sends
the AuthZ token

P I e e

BRKSEC-2286

SA checks access policy
“cloudlocalrules” and if the
private resource “unifinapp-

loca

|n

is associated with the
FTD

(—[ Cisco Firewall ]-\

ZT
Proxy

\ & J/

( 5. FTD verifies the h
token and allows
Lee to access the

S App Y,

‘[ Customer Premisas ]—’

\
1
|
1
|
1
I
1
|
|
1
|
1
|
1
|
1

Al
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Hybrid Private Access Demo
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aring Context-Aware Identity to Secure Access

3

‘tsce’ Secure Access ¥ (® H Fay-AnnLee

Integrations

My Integrations Integration Hub

My Integrations 1
1 module As of: May 30, 2025, 5:00 PM

Module name Integration Created Status

SGTDemosISE2Connector (%) Identity Service Engine (ISE) May 14, 2025 by fayle

per page | 10

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286
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?haring Context-Aware ldentity to Secure Access

bl

‘duts Identity Services Engine Administration / System A Q

Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restore Admin Access Settings
Dashboard
Context Visibility
Administration
Operations
Policy
Meonitoring

Administration

Work Centers

Policy Service

Interactive Help

@O . [ xGrid

En
To enable pxGrid Cloud application, ple go to the Integration Catalog.

Cisco DNA Portal account Status
SecureAccessTME 4 Connected

ISE deployment name Registered region
ISEContextSharing us-west-2

Description Mode
- Active

el
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Sharing Context-Aware ldentity to Secure Access

N
dell Secure Access £ rayAnnLee

Integrations
Secure Access supports the

ance Sacure Access network agement a S ty. Help

Cisco Identity Services Engine - Security Group Tag (SGT) Integration

he integrat Act witl

Configure Cisco ldentity Services

5 Configure DNA Portal Configure Secure Access
Engine

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286




Sharing Context-Aware ldentity to Secure Access

Hees' Secure Access (® S Fay-AnnlLee

Integrations

Secure Access supports the integration of various Cisco solutions, which allow you to
enhance Secure Access network management and security. Help &

My Integrations Integration Hub

(o]
Experience
Insights

My Integrations 1

~

Connect ~ | 1 module As of: May 30, 2025, 5:00 PM [ Add Integration Module

C Module name Integration Created ol

RESOUIEES SGTDemosISE2Connector (™ Identity Service Engine (ISE) May 14, 2025 by faylee@cisco.com

Rows per page [ 10 ~ | < >

Moniter

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286




everaging SGTs in Cloud based policy enforcement

2

3

2wl Sacure Access ¥ (® A Fay-AnmnLee

Activity Search = = B LasT 30DAYS ¥

o

Home FILTERS , identity, or UR ved Searches « omize Columns All =

IDENTITY TYPE  Security Group Tags

1,304,977 Tota Event Details

Response
© Al
O @Al

] @Bloc May 30, 20251

‘Warn Page Behavior 10T branch (952085)

A ¢ ) OT_OT (VPN-154) Unite 58 Allo { I0T_OT (VPN-154)

Monitor Isolate

el
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Leveraging SGTs in Cloud based policy enforcement
1

‘abuli Secure Access * 0O L FayAnnLee

Security Group Tags

Security Group Tags (SGT) specify the privileges of a traffic source within a trusted network. When you
enable an ldentity Services Engine integration, SGTs become available for use in access rules. Help [7

P

Homea

o ar As of: Sep 25, 2024, 09:13 AM

Experience

nsights

~

Connect ANY

AP_EMR_EFPG
=
Resources AP_Services_EPG
AP_Test_EPG

Auditors

BYOD

Muonitor
Cameras

Contractors

Developers

4=

Workflows Development_Servers

Rowsperpage|10‘ | < @ 2 3 >

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286




Leveraging SGTs in Cloud based policy enforcement
2

Rule name Rule order

| VideoEquipmentAccess | | 15

o Specify Access

Specify which users and endpoints can access which resources

Action

@ Allow @ Block

Allow specified traffic if security requirements are met. Block specified traffic.

To
Specify one or more destinations.

[

From

Specify one or more sources.

Select sources Add a source Select destinations Add a destination

Source » Security Group Tags Private Resources

|_] BYOD Private Resource Groups
Ij Cameras

I:I Contractors

[] pevelopers

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286




Lgveraging SGTs in Cloud based policy enforcement

wluill Secure Access ® Q Fay-AnnLee

Activity Search &/ =g Bl LasT 30 DAYS ¥

Schedule Export CSV
FILTERS Q, Search by domain, identity, or URL Advanced ¥ CLEAR Saved Searches ~ &8 Customize Columns All -

© IDENTITY TYPE Security Group Tags X
Experience
Insights

1,304,977 Total "y Viewing activity from May 1, 2025 12:00 AM to May 30, 2025 10:03 PM Results per page: 50 Event Details

Q Search filters
»
Connect Response Select All
® Allowed
[ @ Allowed #F Advancec R > A NI 3 s T
: | @ Blocked IOT_OT (WVPN-154) IOT_OT (VPN-154) 108.139.3.127 United States 192.168.25.3 @ Allowed Uncati
[} ocke
- — ) ) May 30, 2025 10:03 PM
Resources I0T_OT (VPN-154) I0T_OT (VPN-154) 108.139.3.127 United States 192.168.25.3 @ Allowed Uncati

Warn Page Behavior Select Al I0T_OT (VPN-154) IOT_OT (VPN-154) 1511011955  United States 192.168.25.2 @ Allowed  Uncati --- IOT branch (952085)

(] @ Warmned IOT_OT (VPN-154) IOT_OT (VPM-154)  151.101.195.5 United States 192.168.25.2 @ Allowed  Uncat
] @ Accessed After Warn

P y OT (VPN-154) OR120 215 - - Q2 188 75 2 , -
IOT_OT (VPN-154) IOT_OT (VPN-154) 108.138.3.127 United States 192.168.25.3 @ Allowed Uncati IOT_OT (VPN-154)

Manitor Isolate IOT_OT (VPN-154) IOT_OT (VPN-154)  108.139.3127  United States 192.168.25.3 ® Allowed  Uncati --- Celll (SGT-28)

[J ©lsolated IOT_OT (VPN-154) IOT_OT (VPN-154)  151.101.195.5 United States 192.168.25.2 @ Allowed Uncati
192.168.25.3
o IOT_OT (WPN-154) IOT_OT (VPN-154) 151.101.195.5 United States 192.168.25.2 @ Allowed Uncati

Admin IPS Signature Select All
I0T_OT (VPN-154) IOT_OT (VPN-154) 108.139.3.127 United States 192.168.25.3 @ Allowed Uncati -+~ 108.139.3.127

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286




Extending SDWAN ldentity Context to Secure Access

T

© 2026 Cisco and/or its affiliates. All rights reserved.

2

< Network Tunnel Groups
C8K-3D1A8960-6E76-532C-DA93-50626FC5797E

Review and edit this network tunnel group. Details for each IPsec tunnel added to this group are listed including which tunnel hub it is a member of. Help (7

Summary
@ Connected

Region us Routing Type

Device Type Catal

Primary Hub
& HubUp

1

Active Tunnels @
Tunnel Group ID
Data Center

IP Address 44.217195.188

Network Tunnels

Review this network tunnel group's IPsec tunnels. ]

Tunnels

Primary 1

Secondary 1

NAT / Outbound Only

Peer Device IP Address Data Center Name

128.107.222.1

128107.222.147

BRKSEC-2286

Secondary Hub
& HubUp

1

Active Tunnels @

Tunnel Group ID
Data Center

IP Address

Data Center IP Address Status

& Connected

35171.214.188 @ Connected

Last Status Update

Last Status Update

May 20, 2025 10:45 AM

May 20, 2025 10:44 AM

2025 10:45 AM
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tending SDWAN ldentity Context to Secure Access

il Catalyst SD-WAN

Q,

Monitor

a

Configuration

Analytics

een

Workflows

Maintenance

do

Administration

Settings

Cloud Credentials

ThousandEyes User APl Tokens

Organization Name

Validator

Banner

Maintenance Window

Interactive Help

Cross Platform Navigator

Proxy

Tenancy Mode

Enforce Software Version (ZTP)

Software Install Timeout

© 2026 Cisco and/or its affiliates. All rights reserved.

Settings / External

Cloud Credentials

Cloud Provider Credentials

Organization Id

Umbrella DNS Certificate

Secret

BRKSEC-2286
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xtending SDWAN Identity Context to Secure Access

abetle Catalyst SD-WAN

SSE Provider
Q

(® Cisco Secure Access
Monitor

Context Sharing

A\ @ VPN @D sGT

Configuration

il Tracker
Analytics

Source IP address

s m
o

Workflows

Threshold Interval Multiplier API URL Of Endpoint Action

@ Tracker © 300 @ 80 © 3 @ http://www.cisco.com '©)
Reports

Q

Maintenance Configuration

o Interface Name Description Shutdown TCP MsSS Action

Administration

@ ipsec1Dl @ false @
o

Explore

@ ipsecl02 @ false

Region

- US (Virginia)

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286




tending SDWAN ldentity Context to Secure Access

< Network Tunnel Groups

C8K-3D1A8960-6E76-532C-DA93-50626FC5797E ¢~

Review and edit this network tunnel group. Details for each IPsec tunnel added to this group are listed including which tunnel hub it is a member of. Help 7

Summary Last Status Update May 20, 2025 10:45 AM

@ Connected

Region us (Virginia) Routing Type MAT / Outbound Only

Device Type Catalyst SOWAN

Primary Hub Secondary Hub

@ HubUp @ HubUp

1 1

Active Tunnels & Active Tunnels &

Tunnel Group 1D CBK-3D1AB960-6E76-532C-DA93-50626F C5797E@8323651-651797504-sse.cisco.com Tunnel Group ID CBK-3D1A8960-6E76-532C-DA93-50626FC5797E@B323651-651797506-sse.cisco.com
Data Center sse-use-1-1-1 Data Center sse-use-1-1-0

IP Address 44217195188 IP Address 35371.214.188

Network Tunnels

Review this network tunnel group's IPsec tunnels. Help ¥

Tunnels Peer Device IP Address Data Center Name Data Center IP Address Last Status Update

Primary 1 128.107.222.147 sse-use-1-1-1 44.217195.188 @ Connected May 20, 2025 10:45 AM

Secondary 1 131073 128107.222.147 sse-use-1-1-0 35171.214.188 © Connected May 20, 2025 10:44 AM

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286




SDWAN SGT Configuration Sample

Carry SGT through the tunnels to Secure Access
interface {{interfaceName_Tunnel1}}
cts manual

I

interface {{interfaceName_Tunnel2}}

cts manual

!

Map specific traffic in the VRFs with a SGT (used when there is no ISE integration or SGT propagated from elsewhere)

cts role-based sgt-map vrf <id#> x.x.x.x sgt <#>

el
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Additional Sessions

 Cisco Catalyst SD-WAN Start Here

« Simplifying Your SASE Implementation with Meraki SD-WAN and Cisco

Secure Access to Deliver Zero Trust for the Network

* From Zero-to-Zero Trust Hero: Secure Access tips and tricks for an SSE

deployment

« Zero Day, Zero Trust Troubleshooting with Secure Access: End-to-End

Visibility from Client to Private App

CCCCC


https://www.ciscolive.com/global/learn/session-catalog.html?search=Lars%20G#/:~:text=SD%2DWAN%3A%20Start-,Here,-%5BBRKENT%2D2108%5D
https://www.ciscolive.com/global/learn/session-catalog.html?search=Ryan%20Shoe#/:~:text=Simplifying%20Your%20SASE%20Implementation%20with%20Meraki%20SD%2DWAN%20and%20Cisco%20Secure%20Access%20to%20Deliver%20Zero%20Trust%20for%20the%20Network
https://www.ciscolive.com/global/learn/session-catalog.html?search=Ryan%20Shoe#/:~:text=Simplifying%20Your%20SASE%20Implementation%20with%20Meraki%20SD%2DWAN%20and%20Cisco%20Secure%20Access%20to%20Deliver%20Zero%20Trust%20for%20the%20Network
https://www.ciscolive.com/global/learn/session-catalog.html?search=Diego%20Barran#/:~:text=From%20Zero%2Dto%2DZero%20Trust%20Hero%3A%20Secure%20Access%20tips%20and%20tricks%20for%20an%20SSE%20deployment
https://www.ciscolive.com/global/learn/session-catalog.html?search=Diego%20Barran#/:~:text=From%20Zero%2Dto%2DZero%20Trust%20Hero%3A%20Secure%20Access%20tips%20and%20tricks%20for%20an%20SSE%20deployment
https://www.ciscolive.com/global/learn/session-catalog.html?search=Diego%20Barran#/:~:text=Zero%20Day%2C%20Zero%20Trust%20Troubleshooting%20with%20Secure%20Access%3A%20End%2Dto%2DEnd%20Visibility%20from%20Client%20to%20Private%20App
https://www.ciscolive.com/global/learn/session-catalog.html?search=Diego%20Barran#/:~:text=Zero%20Day%2C%20Zero%20Trust%20Troubleshooting%20with%20Secure%20Access%3A%20End%2Dto%2DEnd%20Visibility%20from%20Client%20to%20Private%20App

Secure Access Trainings

« June 22-26, 2026 CST Virtual https://learningnetworkstore.cisco.com/ilt/cartland/?offeringld=7b21c6¢c2-37fa-11f1-88c8-
aa0e2f8fbda2

« July 27-31, 2026 EST Raleigh, NC https://learningnetworkstore.cisco.com/ilt/cartland/?offeringld=4e5a6516-399c-11f1-b135-
424a55f4d37d

» August 17-21, 2026 IST Virtual https://learningnetworkstore.cisco.com/ilt/cartland/?offeringld=86a0f2b1-4018-11f1-8399-
e2156eb9622¢

« September 14-18, 2026 CST https://learningnetworkstore.cisco.com/ilt/cartland/?offeringld=f3c1998f-3806-11f1-b96e-
325abbec0450

« September 21-25, 2026 CEST Virtual https://learningnetworkstore.cisco.com/ilt/cartland/?offeringld=da44194c-4018-11f1-
9092-163c28934104

« September 28-October 2, 2026 Richardson, TX https://learningnetworkstore.cisco.com/ilt/cartland/?offeringld=9a79bb44-
5558-11f1-944a-e215405bf7be

el
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https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=4e5a6516-399c-11f1-b135-424a55f4d37d
https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=4e5a6516-399c-11f1-b135-424a55f4d37d
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https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=86a0f2b1-4018-11f1-8399-e2156eb9622e
https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=f3c1998f-3806-11f1-b96e-325abbec0450
https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=f3c1998f-3806-11f1-b96e-325abbec0450
https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=da44194c-4018-11f1-9092-163c28934104
https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=da44194c-4018-11f1-9092-163c28934104
https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=9a79bb44-5558-11f1-944a-e215405bf7be
https://learningnetworkstore.cisco.com/ilt/cartland/?offeringId=9a79bb44-5558-11f1-944a-e215405bf7be

Cisco SASE

Secure SD-WAN += Secure Services Edge 2= |dentity First

Commercial and Enterprise Cisco Secure Access ISE + Identity Intelligence

Trusted access for people, things, and Al agents

© 2026 Cisco and/or its affiliates. All rights reserved. BRKSEC-2286



Complete your session evaluations

Complete a minimum
of 4 session surveys
and the Overall

Event Survey to be
entered in a drawing
to win 1 of 5 full
conference passes to
Cisco Live 2027.

o)
0®

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

N

NG

Level up and earn
exclusive prizes!

&

Complete your
surveys in the Cisco
Live mobile app.
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Continue your education

¢

Visit the Cisco
Showcase for
related demos

2
(1

Book your
one-on-one Meet the
Engineer meeting

o)
50
it

(0 N¢)
MM

Jo

(®)
M

Attend the
interactive education
with DevNet, Capture
the Flag, and

Walk-in Labs

09
JuJ

Visit the On-Demand
Library for more
sessions at
www.Ciscolive.com/

on-demand



http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

CISCO Live 1
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