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Webex App

Questions?
Use Webex App to chat with the speaker after the session

How

ﬂ Find this session in the Cisco Events App
9 Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until February 27, 2026.
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Cisco Wireless Strategy

Meeting our customers where they are

]

o >

0

On-prem Managed Cloud Monitoring Cloud Managed
Use cases require Need to retain control on Prefer cloud-enabled
on-prem delivery. prem, cloud assisted. Use delivery for simplicity.
DIY IT model cloud tools to help run SaaS IT model

their networks

Deliver simplified outcomes and unified experience
to all customers: on cloud, on-prem or hybrid

]
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Cisco Wireless Unified Platform
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Cisco Wireless Network Architecture Flexibility

Architecture
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* Announced at Cisco Live EMEA
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Network Architecture Flexibility

You (as Network Designer/Architect) can now focus
on the requirements and choose the right Network
Architecture, independently of the Management
platform, on-prem (Catalyst) or Cloud (Meraki)
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Centralize or Distribute?
THAT is the
Network Architecture
Design question

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002
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What do you think about when you hear
Distributed vs. Centralized Network Architecture?

Centralized Distributed

Do you think about where is the brain of your network?

© 2026 Cisco and/or its affiliates. All rights reserved. . BRKEWN-2002 . CclIsco



Network Architecture components

Management Plane

Control Plane

Management Plane
Configuration Management
Monitoring & Troubleshooting
AP software management
Serviceability/debugging
Licensing

Data Plane

Non-real Time Control

Plane
RRM, Al RRM
aWIPS, Rogues, etc.

Real Time Control Plane
Client Authentication
Roaming - key management
AAA proxy

© 2026 Cisco and/or its affiliates. All rights reserved.

Data Plane
Client traffic

Policy enforcement (QoS, AVC,
SGT,...)
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Network Architecture components > This session’s focus

Real Time Control Plane
Client authentication

Roaming - key management Centralized vs. Distributed
AAA proxy
— oo0o0 N N A L~
o KR Q o
Data Plane
Client traffic WLC/Campus Gateway Access Point

Policy enforcement (QoS, AVC,
SGT,...)




Deployment modes - Distributed

Wireless Deployment modes:
 Catalyst FlexConnect Local Switching

« Catalyst Fabric mode (SDA)

::-) ::-) EoS - Should not . )
= = be considered Embedded Wireless Controller on-Al

* Meraki Bridge mode

Wired network  Meraki Fabric

B . o §
a"'m mw

alfbal ]l
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Deployment modes - Distributed

Wireless Deployment modes:
 Catalyst FlexConnect Local Switching

« Catalyst Fabric mode (SDA)

::-) ::-) EoS - Should not . )
= = be considered Embedded Wireless Controller on-Al

* Meraki Bridge mode

Wired network  Meraki Fabric

- e
LS A « Client traffic is bridged at the AP
\ —e + SSID/User mapped to a VLAN at the AP
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Deployment modes - Distributed

Wireless Deployment modes:
A Fabric overlay can be leveraged with or

without wireless integration » Catalyst FlexConnect Local Switching
« Catalyst Fabric mode (SDA)
EoS - Should not . .
< B < be considered Embedded Wireless Controller on-Al

* Meraki Bridge mode
Fabric overlay * Meraki Fabric

» Client traffic is bridged at the AP
—eo + SSID/User mapped to a VLAN at the AP

« VLAN (and client policy) carried to switch
via uplink 802.1q trunk or VXLAN tunnel

\ VXLAN

.1q trunk

)
)
)

=

N N
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Deployment modes - Centralized

« Client traffic is tunneled to a centralized aggregator ]
where it is bridged on to the wired network Wireless Deployment Modes:

« SSIDs/users mapped to centralized VLANs . Catalyst Local mode

«  WLC/Campus Gateway uplinks configured as .1q trunk

« Catalyst FlexConnect Central Switching
WLC/CG (CAPWAP or EoGRE)

« Meraki Tunnel mode (Campus Gateway,
—b& EoGRE)

* Note: MX is not recommended for
centralized design at scale, use Campus
Gateway

]
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© 2026 Cisco an

Goal of this session

Identify the factors that may drive the Network
Architecture choice (distribute vs. centralize)
and analyze the pros and cons of the options

d/or its affiliates. All rights reserved. BRKEWN-2002



Sometimes the choice is easy...

/Large, Medium Campus
> Centralized architecture

km?2/mi?

k E.g., University Campus

-

Distribute Enterprise: Branch
> Distributed architecture

1= m?/ft?
K e.g., Retail

.))
))
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(5(5

A centralized data plane model allow
me to have one point of ingress into
my wired network for all wireless
traffic, simplifying my deployment

US based University

Director of IT

© 2026 Cisco and/or its affiliates. All rights reserved. . BRKEWN-2002 . CIsco
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| don’t like hair-pinning client traffic, the
WLC might become a bottleneck and a
single point of failure.

ltaly based University
Director of IT

© 2026 Cisco and/or its affiliates. All rights reserved. . BRKEWN-2002 . CIsco



So how to go about it?

...Key design factors




Key Design Factors

4 N\ N\ [ )

FF‘E] ﬂ' )

g |
Features Services Wired Network Design
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Scale/Performances Policy Use Cases
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Wait...What about
Management?




Management/IT Operations

Cloud Managed or On-prem managed?

Is the Management responsibility of one Team? Or
multiple regions have different different teams?

Are wireless and wired networks managed by separated
IT teams?

© 2026 Cisco and/or its affiliates. All rights reserved. . BRKEWN-2002 . CIsco



Management/IT Operations

Do we agree the Management choice between On-prem
vs Cloud, should be orthogonal to the Network
Architecture choice?



Management/IT Operations

Customer Ask:
Easy, Scalable, High-Performing

NOT just wireless!

ACCESS Management solution

4 ) ( )
/| n-prem Man
12X On-prem Managed Cloud Managed (]
(cloud tethered or airgap) Q
N _/ N /)
Why? Why?
- Full Control, DIY* model - Cloud First strategy
(SW, Troubleshooting, etc.) - “Easy“ of SaaS model
- “No Cloud” policy - Scale (including geo scale)
- Lack Cloud Expertise - Capex > Opex transition
- Already invested in Catalyst - Reduced DC footprint
- Existing Prime customer

\(*) Do It Yourself (DIY) / \ /
]
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Management/IT Operations

) | )

Cisco Catalyst Center

Meraki Dashboard Meraki Dashboard

Management Monitoring Management
Cisco ﬂTR Cisco 000 ? z: Cisco Campus
Wireless 9800 WLC T Wireless 9800 WLC Gateway
00000000

Central SSID
CAPWAP

Control

Access Access A
On-Prem Management Cloud Monitoring Cloud Management

* DIY model - Customer controls everything, from

CAPWAP
Control

Distributed SSID

* Customer wants to adopt cloud but not ready for full * Cloud First customer

configuration, to software upgrades, to troubleshooting management yet (e.g., older APs or not ready for « Customer wants a SaaS model

» Customer may have data protection/retention policies that SaaSs). « Customer is on-prem but ready to move to cloud (e.g.,
prevent them to adopt a public cloud model » Customer wants benefits of DIY but want centralized has new Access Points or ready to refresh)

* All Cisco 18xx/28xx/38xx/CW91xx/CW917x APs management to monitor their deployment » Cisco CW916x/CW917x APs supported
supported

« Customer does not have CatC alaln

cisco
* Cisco 28xx/38xx/CW91xx/CW917x APs supported



Management/IT Operations

X °

Cisco Catalyst Center

Meraki Dashboard Meraki Dashboard

Management Monitoring

T Cisco Cisco Campus
ZTR Wireless 9800 WLC Gateway

00000000
CAPWAP
Control

Management

Cisco
Wireless 9800 WLC

Central SSID Central SSID
CAPWAP

Control

Distributed SSID

Access Access Access
Points Points Points
On-Prem Management Cloud Monitoring Cloud Management
* DIY model - Customer controls everything, from » Customer wants to adopt cloud but not ready for full * Cloud First customer
configuration, to software upgrades, to troubleshooting management yet (e.g., older APs or not ready for e Customer wants a SaaS model
« Customer may have data protection/retention policies that SaaS). « Customer is on-prem but ready to move to cloud (e.g.,
prevent them to adopt a public cloud model » Customer wants benefits of DIY but want centralized has new Access Points or ready to refresh)
* All Cisco 18xx/28xx/38xx/CW91xx/CW917x APs management to monitor their deployment » Cisco CW916x/CW917x APs supported
supported » Customer does not have CatC

cisco
» Cisco 28xx/38xx/CW91xx/CW917x APs supported



Management/IT Operations: Your options

New or Existing
Customer

Want to adopt

> Cloud (SaaS)?

No

Yes

| want On-Prem management

p  Good fit for CatC?

Scale

Al RRM

Advanced Assurance >
SWIM

SDA

Etc.

Centralized or
Distributed

WLC
CW9800 L/M/H1/H2

Reevaluate Cloud

Centralized or
Distributed

Cment
o 1’
W=l -

WLC
CW9800 L/M/H1/H2

Network
Management

_

Catalyst Center

- — =

WLC GUI/CLI/APIs
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Management/IT Operations: Your options

New or Existing
Customer

Not yet
Want to adopt Yes Ready for y

Full Cloud
Management?

No 1

> Cloud (SaaS)? >

APs need refresh

j Centralized or

Still like DIY model
Etc.

'{ Distributed

S

CW9800 L/M/H1/H2

Reevaluate full Cloud (SaaS)

Network
Management

Meraki Jashboard

Cloud
Monitoring

| want On-Prem management

Yes

p  Good fit for CatC?

Scale

Al RRM

Advanced Assurance >
SWIM

SDA

Etc.

Centralized or
Distributed

WLC
CW9800 L/M/H1/H2

Reevaluate Cloud

Centralized or
Distributed

S
e

WLC
CW9800 L/M/H1/H2

_

Catalyst Center

. —=

WLC GUI/CLI
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Management/IT Operations: Your options

Yes* .

Large scale (> 200/300 APs)

L3 roaming, mDNS GW, proxy AAA >

Need centralized client VLANs

New or Existing

~ 3
ER

Cisco Campus Gateway
CW9800H1 or L

Network
Management

Meraki Jashboard

A 4

Distributed data plane

* |l am ready for SaaS
Customer « | have the right APs > Need CG?
Yes No
Yes Ready for Not yet +  APs need refresh
Want to adopt
—> Cloud (Saasg? —p Full Cloud Still like DIY model
Management? « Etc.

No 1

Centralized or
Distributed

S
=

CW9800 L/M/H1/H2

Reevaluate full Cloud (SaaS)

Cloud
Monitoring

Yes

Scale
Al RRM

| want On-Prem management

p  Good fit for CatC?

SWIM
SDA
Etc.

Advanced Assurance >

Centralized or
Distributed

k=)
ool T

WLC
CW9800 L/M/H1/H2

Reevaluate Cloud

Centralized or
Distributed

WLC
CW9800 L/M/H1/H2

I

Catalyst Center

. —=

WLC G

I/CLI

BRKEWN-2002
* Customers with CW9800 will be given Campus Gateway device as a swap to move to cloud
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...back to the Design Factors

4 N\ N\ [ )

FFE] ﬂ' [E=l

]
Features Services Wired Network Design

\_ J J J
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Scale/Performances Policy Use Cases
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Services

Services - Roaming, DHCP, VLAN/Subnetting, mDNS
Seamless Roaming domain’s size,
How to manage DHCP with distributed networks?
How to manage mDNS at scale?

© 2026 Cisco and/or its affiliates. All rights reserved. . BRKEWN-2002 . CIsco



Seamless Roaming: Distribute or Centralize?

= =

Campus network

Seamless roaming Seamless roaming
within the same subnet within the same subnet within the same subnet

U

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002

Seamless roaming domain: keep same IP
and policy as client roams > same VLAN/L2
broadcast domain

How can you create a L2 roaming domain?

» Spanning the VLAN everywhere

Q: How big can be the L2 roaming domain?

* Need to consider the type of layer 2 and
Layer 3 switches and their MAC/ARP tables
size, the impact of spanning tree (SPT), the
DHCP scope design, etc.

]
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How big can be the L2 roaming domain?

Let’s start with client considerations:

IPv4/IPv6

A Single Dual Stack Host will have 1 x IPv4 address, and

at least 3* x IPvb Addresses
(IPv4 Unicast, IPv6 Link Local, IPv6 Unique Local, IPv6 Global Unicast)

Windows 11: up to 16 IPv6 IP addresses (!!)

* Not a guideline, just a realistic assumption =~ BRKEWN -2002
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How big can be the L2 roaming domain?

Let’s identify a roaming domain size in terms the number of APs:

Layer 2 switch = Catalyst 9200L (or MS equivalent)

MAC addresses table limit: 16,000

Each wireless device will take a MAC address entry
If we consider Random MAC, this number can be higher
If we assume 40* clients per AP > 16,000/40 = max 400 APs per L2 roaming domain

* Not a guideline, just a realistic assumption =~ BRKEWN -2002 o alse o



How big can be the L2 roaming domain?

Let’s identify a roaming domain size in terms the number of APs:

Layer 3 switch = Catalyst 9300 (or MS equivalent)

ARP entries: 32,000

Table

For dual stack clients, the scale numbers are divided by at least 4 (one entry for IPV4
and three entries for IPv6) > For C9300 the max number of clients is 32k/4 = 8k
If we assume 40* clients per AP > 8,000/40 = max 200 APs L2 roaming domain

* Not a guideline, just a realistic assumption BRKEWN-2002
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Seamless Roaming: Distribute or Centralize?

Seamless roaming domain: keep same IP
and policy as client roams > same VLAN/L2

broadcast domain
“ -

How can you create a L2 roaming domain?

» Spanning VLAN everywhere

Campus network Q: How big can be the L2 roaming domain?

« Recommendation: 200 APs, 8k clients. Anyway,
there is a limit...

 If you consider Fast roaming, and Flex Local
switching: max 300 APs in a roaming domain
(site tag)

Seamless roami Seamless roaming
within the same subnet within the same subnet within the same subnet

Q: How to scale more?
D/\ D/\D/_\ D * You need seamless roaming across L3

boundaries > create L2 overlay

]
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Seamless Roaming: Distribute or Centralize?

?
WLC/Campus Gateway How can you create the L2 overlay”

coe 7 « Via Tunneling (VXLAN/CAPWAP) to a
Centralized Aggregator/Edge/Concentrator

t Network overlay

: .

! 1

|

|

1 - : : i

. o ~ ~ .

! - - - = o -~ ~ |

~. i i —.— A * o A e s m s s mm s mm s e Em s mm s mm o Em s e . P
Seamless roaming Seamless roami Seamless roami

within the same subnet within the same subnet within the same subnet

>

— -

)
)

]
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Seamless Roaming: Distribute or Centralize?

?
WLC/Campus Gateway How can you create the L2 overlay”

coe 7 « Via Tunneling (VXLAN/CAPWAP) to a
Centralized Aggregator/Edge/Concentrator

 Traffic is centralized, client VLANs exist only at

the distribution/core switch
t Network overlay

* No need to touch the existing underlay
T €l network > great for faster brownfield adoption

.+ Sizing and scale of the distribution/core
switches needs to be considered

)
)
)
1)
)

Seamless roaming Seamless roaming Seamless roaming
within the same subnet within the same subnet within the same subnet

>

]
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Seamless Roaming: Distribute or Centralize?

How can you create the L2 overlay?

* Via Tunneling (VXLAN/CAPWAP) to a
Centralized Aggregator/Edge/Concentrator

* Wired Fabric

Campus network

]
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Seamless Roaming: Distribute or Centralize?

How can you create the L2 overlay?

« Via Tunneling (VXLAN/CAPWAP) to a
Centralized Aggregator/Edge/Concentrator

* Wired Fabric

* Need to create a L2 overlay on top of the
underlay campus network

L2 Client Network overlay

©+ APs can be in bridge/flex mode with
distributed data plane

1 7 T s T T ~ ] + How? On-prem SDA Fabric, or the new Cloud
- Y il o Managed Campus Fabric
Seamless roaming Seamless roami Seamless roaming

within the same subnet within the same subnet within the same subnet

>

é VLAN/Subnet Y

1
1
1
I
I
I

]
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Campus Fabrics

The Strategic Foundation for Cisco Enterprise Networks

- What is a Fabric ~

e o

Orchestration Tools

Campus
Fabric

Campus
Abstracts the physical network into a unified, secure overlay
delivering identity, segmentation, policy at scale.

Automation

Simplifies operations, ensuring consistency, speed, resilience.j

Fabric Value

Operational simplicity
Network simplification, Unified wired & wireless

Secure networking
Identity-based segmentation, multi-domain policy

Al-driven Assurance
Network insights & Analytics

|OS XE Infrastructure | Catalyst Center / Meraki Dashboard | Identity Services Engine / Access Manager

© 2026 Cisco and/or its affiliates. All rights reserved.
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Cisco Cloud-Managed Fabric

Multi-Network, Cloud-Managed EVPN-VXLAN Fabric

Simplified management as
a single logical entity

Hocused on brownfield migration

s
4 . :
Flexible deployment and staging

Securing the network with
Adaptive Policy

Optimized L2 extension

Day-2 Operational Assurance

© 2026 Cisco and/or its affiliates. All rights reserved.
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asco Meraki

4+ Network
" Nook-HQ-SF v

*  Network-wide

Security & SD-WAN

Switch

= Wireless

e

Systems Manager

Camera

Sensors

Insight

Organization

€ Fabrics € >
San Jose campus (@ © deployed [ Staged changes

Assurance Summary Device roles VRFs Border configuration Fabric subnets Tools Events

Fabric devices

Single role deployment Border(s) Spine(s) Leaf (s) Multi role deployment

17 Deployed [ 22 total devices ©12/15 @3/5 ©2/2 23 deployed / 35 total devices

Statistics

Fabric capacity BGP peers S tota Ext border peers 15 total

@ Good © 99% healthy © 99% healthy
MAC routes Online Online
196 o3 Q13
IP routes Offline Offline
4 02 92

Detail view

Topology ~ Fabricdevices BGPpeers  Extborderpeers  VXLANtunnels  Overlay subnets

e [

v ] 12 results

Borders (2)
- -
« «
«* «*
MDF Core 01 - border
Spines (4] . 5
- - -
« « «
« P g PEd
MDF Dist 01 - spine
Leaves (6)

> - - -
- - - -
«* «* «* «*

MDF NetB - leaf MDF NetC - leaf

Q search Dashboard ® Q L

Border(s)/Spine(s)  Border/Leaf(s)

©3/5 ©10/20 ©5/5 ©5/5

Spine(s)/Leaf(s) Border(s)/Spine(s)/Leaf(s)

VXLAN tunnels 75 total Overlay subnets 75 total

© 99% healthy © 99% healthy
Online Online
@60 @ 60
Offline Offline
014 014
Bordes e e:

-+
«
b

MDF Dist 02 - spine

- -
- -
«* «*

MDF NetD - leaf

BRKEWN-2002
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Cisco Cloud-Managed Fabric - Wireless integration

 Fabric starts at the distribution block (E.g., building
level). The distribution switch is the leaf of the M
Fabric.

« Access switches are not part of Fabric and still run
spanning tree.

» Client traffic is bridged at the AP

» Support for fast roaming with key sharing between
APs and magic ARP for proactive fabric updates

Distribution

- Adaptive Policy (micro-segmentation) and VRF
(macro-segmentation) are supported

* Cloud Fabric is supported across multiple Meraki
networks for switching and wireless

« Supported on switches on 17.18.2 and above

1PN
I |

Wireless Chant VLAMN 120

«  Wireless scale: up to 10k IPv4 clients (across 1k =0
APs) per seamless roaming domain

]

Wireless Client VLAMN 120 Wirelass Cliert WLAN 120 Wireless Chant VLAMN 120

A? BA? 1A? nA?

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002 CIsco



Cisco Cloud-Managed Fabric - Scale
Scenario 1: Seamless roaming domain per distribution block %%

,&L--f' ‘*---""-‘-h. Fabric Domain

« Scenario 1: seamless roaming domain is limited
to the building(s) (or to the distribution block),
no outdoor RF coverage and no seamless
roaming across building(s).

* No Anycast gateway functionality required in
the Fabric

 Client and AP subnets are in Routed mode :

« Wireless scale: 10k IPv4 clients (across 1k
APs) per building/distribution block.

 Fabric domain scale: Four Fabric leaves are
supported across the Campus > up to 40k

Wireless Client VLAN 103 Wireless Cliert VLAMN 104 anil W ul} Wireless Chant WLAN 108

clients (4k APs) e J k BA? | k 2 Y k A
« Routed Over|ay Wireless Network: This is the [Seamless Mobilityj Soamless Mobility] :Seamless Mobilityj :Seamless Mobilityj
recommended design > higher Fabric scale SSID-1:VL103 SSID-1:VL104 SSID-1:VL105 SSID-1: VL106
' Net: 10.3.0.0/20 Net : 10.4.0.0/20 Net : 10.5.0.0/20 Net : 10.6.0.0/20
; [ Ubiquitous Wireless Network ]

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002 CIsco
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Cisco Cloud-Managed Fabric - Scale

Scenario 2: Seamless roaming domain across buildings

« Scenario 2: The seamless roaming domain is the
entire Campus/Fabric, with indoor and outdoor RF
coverage across buildings

« Single Dashboard Network for wireless for fast
roaming.

£3
I
I
I
I
I
I
\ I
I
I
I
I
I
I
- m
I
O
I =
)
1 O
. O
I3
1 9,
]
I

* Client VLANs: L2 flood-free Wireless clients IP
subnet stretched with Distributed Anycast
Gateway (DAG) Routed mode.

AP VLAN: Layer 2 Wireless state synchronization
by extended flood-domain for distributed AP with
DAG Bridged mode.

 Wireless and Fabric domain scale: 10k clients
(1K APs) across the entire Campus / Fabric

Q{J
(s,
\
a-53

\
/]

n—:ﬁf:—glg-

AN
17

Domain

Seamless Mobility

 DAG Routed/Bridged Overlay Wireless Network:

SSID-1 : VL1120
Net : 10.2.0.0/20

This is a conditionally recommended design

Ubiquitous Wireless Network ]

because lower scale

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002



Wireless Integrated in Fabric - Deployment options

There are multiple ways to integrate wireless in a Fabric network:

1. Over the Top (OTT) Distributed > client traffic is bridged at ]
the AP and enters the Fabric at the access switch. This Wireless network and Eabric network
would be with Flex local switching or Meraki bridge mode are two ships in the night In these

modes, Fabric reconverge on client
roaming needs to be considered

S—

2. Over the Top (OTT) Centralized > client traffic is tunneled to
a centralized aggregator (WLC/Campus Gateway), Fabric is
just a transport. Traffic can enter the Fabric at the aggregator

3. Integrated (Fabric Enabled) > Wireless and Fabric Control L2 Client Network overlay
plane is integrated; client traffic is tunneled from AP to the
Fabric edge. This is available only with on-prem SDA (LISP),
today.

Seamless roaming Seamless roami Seamless roaming
within the same subnet within the same subnet within the same subnet

]
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What about other Services?




VLAN/DHCP Design: Distribute or Centralize?

-+ For Distributed data plane deployment consider that any new
| SSID means new VLAN/Subnet that you need to add on the

| trunk port to every AP
-+ Also, additional VLAN/subnet means defining the L3 interface,

routing and the related DHCP scope

Area 1
(VLAN A)

=

Area 3
(Cafeteria
Training center
Auditorium)

VLAN C

[\

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002 CIsco



VLAN/DHCP Design: Distribute or Centralize?

.+ For Distributed data plane deployment consider that any new

i SSID means new VLAN/Subnet that you need to add on the

| trunk port to every AP

-+ Also, additional VLAN/subnet means defining the L3 interface,

Erla Area 1 : routing and the related DHCP scope
o | (VLAN A) . Size your I_DHCP scope considering gll the ppssible devices that
could join in that area but also roaming devices from other
areas. This is important to prevent DHCP scope starvation
Area 3
(Cafeteria
Training center
Auditorium)
VLAN C

[\

]
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VLAN/DHCP Design: Distribute or Centralize?

.+ For Distributed data plane deployment consider that any new

i SSID means new VLAN/Subnet that you need to add on the

| trunk port to every AP

-+ Also, additional VLAN/subnet means defining the L3 interface,

Erla Area 1 : routing and the related DHCP scope
(VLAN A) - = Size your DHCP scope considering all the possible devices that
i could join in that area but also roaming devices from other
areas. This is important to prevent DHCP scope starvation
Area 3
(Cafeteria
Training center
Auditorium)
VLAN C

]
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VLAN/DHCP Design: Distribute or Centralize?

VLAN X /20

Area 3
(Cafeteria
Training center
Auditorium)

[\
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For Distributed data plane deployment consider that any new
SSID means new VLAN/Subnet that you need to add on the
trunk port to every AP

Also, additional VLAN/subnet means defining the L3 interface,
routing and the related DHCP scope

Size your DHCP scope considering all the possible devices that
could join in that area but also roaming devices from other
areas. This is important to prevent DHCP scope starvation

For Centralized data plane it’s easier as as you just need to add
the client VLANSs in one place, on the link between the
edge/aggregator and the distribution switch

For DHCP scope, you can simply have one large subnet (/20,
/16 are typical in high scale deployments) and call it the day

Of course, you need to make sure that the distribution/core
switches can scale to the number of MAC and ARP entries for
the clients supported by WLC/Campus Gateway.

]
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MDNS: Distribute or Centralize?

WLC and CG are
mDNS Gateways

WLC/CG

Campus network

-

R - T =y e BN S --
! ; !

| VLAN/Sybriét x !

. 1

. !

; _ _ :

". . . I.

. VLAN/Subnet Y

-~
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mMDNS

* If you need mDNS at scale, you need to
work across VLANs and you need a
services filtering function > You need
MDNS Gateway

* It’s easier to deploy mDNS Gateway as
a centralized function (WLC or CQ)

» There is mDNS Gateway function in
FlexConnect local switching, but not for
Meraki Bridged mode

]
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Key Design Factors
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Wired Network Design

Wireless traffic entry point into the wired network
Distribute: Access Switches configuration overhead?
Centralize: Edge/Aggregator high availability & scale?

Fabric architecture (SDA/BGP EVPN)?

© 2026 Cisco and/or its affiliates. All rights reserved. . BRKEWN-2002 . CIsco



Wired Network Design

WLC/Campus Gateway

N ]

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002

Centralized

Client VLANSs are only defined centrally; APs are
connected to switch ports in access mode

Single point of Ingress to the wired network, single policy
enforcement point for all wireless client traffic

Single point of failure: how to design for high availability?

Distribution/Core switches need to scale for client ARPs
and MAC addresses

Aggregating all clients and traffic in one box: how to
optimize scale?

Distributed

Client traffic is bridged at the AP
SSID/User mapped to a VLAN (at the AP)

VLAN (and client policy) carried to the switch via uplink
802.19g trunk or VXLAN tunnel

Multiple switches to configure and maintain

Multi-point of Ingress to the wired network, policy
enforcement applied at every access layer switchport

]
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Aggregator (= CCG/WLC)
Cluster Redundancy




Cluster redundant topologies

Enterprise network Enterprise network

v
! V ‘
L3 to core e L3 to core et

HSRP
Standby

HSRP
Active

Stack Pair with split links

Note: RP can be connected back-to-back or via L2 switches

]
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Cluster redundant topologies

Stack pair

Option 1 - Stack Pair with split links:

» Connect each Edge to a single logical switch at the
distribution/core using VSS/vPC/VSL stacking.

» Connect links across chassis, one single EtherChannel

« Maximize redundancy: if one of the distribution/core switch
goes down, the cluster availability is not affected but
throughput is lower

Option 2 Option 2 - HSRP:

« Connect to two standalone switches, one single
EtherChannel to each upstream switch;

« Need a L2 link between switches and run HSRP (or

N 3N : i
= erf T equivalent)

...............................

* Maximize throughput: if one of the switch goes down, the
cluster is affected but throughput remains full

]
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Cluster redundant topologies

Stack pair

Option 1 - Stack Pair with split links:

[ » Connect each Edge to a single logical switch at the
’ ; distribution/core using VSS/vPC/VSL stacking.

vPC/VSL/ » Connect links across chassis, one single EtherChannel

, ,. « Maximize redundancy: if one of the distribution/core switch
eI goes down, the cluster availability is not affected but
Cluster throughput is lower

Option 2 Option 2 - HSRP:

« Connect to two standalone switches, one single
EtherChannel to each upstream switch;

« Need a L2 link between switches and run HSRP (or

N 3N : i
= erf T equivalent)

...............................

* Maximize throughput: if one of the switch goes down, the
cluster is affected but throughput remains full

]
© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002 CIsco



Cluster redundant topologies

Stack pair

Option 1 - Stack Pair with split links:

» Connect each Edge to a single logical switch at the
distribution/core using VSS/vPC/VSL stacking.

vPC/VSL/ » Connect links across chassis, one single EtherChannel

,. « Maximize redundancy: if one of the distribution/core switch
eI goes down, the cluster availability is not affected but
Cluster throughput is lower

Option 2 Option 2 - HSRP:

« Connect to two standalone switches, one single
EtherChannel to each upstream switch;

« Need a L2 link between switches and run HSRP (or

—~ 37 ) i
Dy . R

"""""""""""""""" « Maximize throughput: if one of the switch goes down, the
cluster is affected but throughput remains full

Cluster

]
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Cluster redundant topologies - single Data Center (DC)

LoD @alie Recommended topology:
« Connect the cluster to a logical switch

» Cross-connect uplinks to a logical distribution switch
vPC/VSLIVSS) A (vPC, VSL, Switch stack, etc.)
Vs N\

L3 Distribution/ | i « RP ports directly connected

Core switches | * Two EtherChannel configured on the switch side: LACP

i b el d and trunk enabled with the list of allowed VLANs

 Consider the ARP and MAC address table size to select
the right switch platform

L2 links
MGMT VLAN 10
Client VLANs 20,30,40

RP

]
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Distribution/core switch scale

Cisco Catalyst 9600

Cisco Catalyst 9500

Cisco Catalyst 9500X

Cisco Nexus 7000/7700

Cisco Nexus 9500

Cisco Nexus 9300

Cisco Nexus 9200

© 2026 Cisco and/or its affiliates. All rights reserved.

C9600X-SUP-2 (S1 Q200 based)
C9600-SUP-1 (UADP 3.0 based)
UADP 3.0 based

UADP 2.0 based

M3 Line Cards

F3 Line Cards

9300 Platforms

9300-FX/X/FX2

BRKEWN-2002

256K

128K

82K

64K

256K

384K

64K

90K

90K

92K

96K

Switch Family MAC Table Scale ARP Table Scale

128K
90K
90K

80K
256K

128K

128K
90K (60 v4 / 30 v6)

65K (40K v4 / 25K v6)

80K (48K v4 / 32K v6)

64K (32K v4 [ 32K v6)

]
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Cluster redundant topologies - Across DCs

L3 to core Campus core

L3 to core
vPC/VSL/VSS

HSRP or equivalent

L3 Distribution/ 1
Core switches

L2 links (over direct campus fiber)
MGMT VLAN 10
Client VLANs 20,30,40

MGMT VLAN 10

MGMT VLAN 10
Client VLANs 20,30,40

Client VLANs 20,30,40

RP link
o ~a ;{H o e {HE

« This option is to increase redundancy, splitting the cluster among two different areas of the Data Center with different
power distributions or among two different Data Centers

« The requirements: 80 ms latency, 1500B MTU and min 60 Mbps. Inter-DC connection to be L2 (usually fiber), so that
Management and client VLANs can be shared

- If distance allow it, it’s always recommended to connect the two boxes directly via RP (using fiber port)

]
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What if your uplink switch does
not scale?




L3 forwarding on WLC

WMI
Lo 0 10.1.1.5

10.10.10.x/30 Disti-sw1
CAPWAP 7'1~R
200000 -
2 -> . .
Client subnet / / 10.10.11.x/30 E Disti-sw?2
172.16.1.0/22

SVI172.16.1.1
default GW for clients L3 P2P interfaces (SVIs or routed interface)

« Supported on 17.13 and above

» Configured on an WLAN basis: customer can decide if they want to L2 or L3 forwarding

* If L3 forwarding/routing, a L3 client SVI is configured as the default gateway for clients

 Client traffic is terminated on C9800 and routed out of the uplinks as per routing table

« WMI still terminates CAPWAP and can be defined as a loopback to be reached across multiple uplinks

» Each uplink connection to the switch would be an Ether-channel and use ECMP

]
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Why L3 forwarding?

WMI
Lo 010.1.7.5

L1
B 1;1_1_;1._1|_;;n2-'fi;-_______— Disti-sw1
CAPWAP > 1
= ® R
.__ L _______———_
. %2 -

P —
. 10.10.11.x/30 o - .
Client subnet * Il Disti-sw2

o
172.16.1.0/22 SV 172.16.1.1

default GW for clients L3 P2P interfaces (SVIs or routed interface)

No scale constrains on the upstream switches (ARP, MAC tables). No client MAC/IP is visible to the
upstream switch

Better uplink network design:

« When deploying with standalone switches (no stacking technology), provides a more efficient uplink load balancing
with Equal Cost Multi-path (ECMP) vs. spanning tree (not supported by WLC/CG)

» Better network convergence using L3 protocols like OSPF

Can be combined with VRF support and Client Overlapping IPs

Keep in mind:
« Only supported on C9800 WLC, not supported on Campus Gateway (yet)
« High Availability: N+1 officially supported, SSO not officially supported

]
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Centralized: How to optimize it for
scale?




Wireless Network Control demon - WNCd

- (C9800 has a multi-process software architecture

f \ Important facts:

WNCd WNCd . WNCd
Ops data Ops data Ops data

- AP and client sessions are handled by the Wireless Network
Controller processes (WNCd) process within a C9800

‘e

WNCd
Wireless Network Controller demon
L

« CAPWAP : AP discovery

« Dot11 : Client dot11

« Session Aware Networking (SANet)/AAA: Client authentication
«  Switch Integrated Security Features (SISF)

* Client Orchestrator : Client state transitions

« LISP-agent for Fabric deployment

(
'\

WNCd(1)

o

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002 CIsco



AP to WNCd distribution - Site tags based

(

WNCd
Ops data

WNCd(1)

|
1
1
|
1
1
|
1
\\
\.,

(¢ - _ )
/7 \\
1
L] I

WNCd
Ops data
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0000000

hierprise networ

i

Catalyst 9800

- @

® Bidg. N
Site tag

How AP distribution across WNCds works:

- APs to WNCd mapping happens at AP joining time. Mapping is

considered only for the first AP joining with the new site tag

- AP distribution to WNCd processes is based on Site Tag: APs

with the same site-tag are managed by the same WNCd

Except when you using default-site-tag: in this case APs are
distributed among WNCds in round robin fashion

Site tags are distributed among WNCds using the least loaded
criteria based on the number of site tags (not the # of APs)

IMPORTANT: the site tag doesn’t have to coincide with a
geographical physical site but should be limited by a geo site.
The site tag is a logical group of access points

BRKEWN-2002 cisco



Need to worry about WNCds?

* |f you don’t see problems with WNCd CPU
* Problem: CPU is > 70% for at least 5 mins
* Otherwise, relax....

« Always good to follow the recommendations

© 2026 Cisco and/or its affiliates. All rights reserved. BRKEWN-2002




AP to WNCd distribution - Site tags based

Recommendations

Catalyst 9800-80
SSO pair

Core Network

Main Level
2255

/
HCEB wwe

'@ | q |

S -I‘- WEN .
el & @

T

Area 2
Site tag

© 2026 Cisco and/or its affiliates. All rights reserved.

Use custom site tags

If you can design site tags and AP assignment: use the number
of site tags equal to the number of WNCd processes per WLC
platform, and evenly assign APs to the site tags

Platform Recommended # of site tags
C9800-80 / CW9800H1/H2 8
C9800-CL (large) 7
C9800-40 / CW9800M 5
C9800-CL (Medium) 3

Group APs at a roaming domain level > Site Tag = Roaming
Domain

BRKEWN-2002 cisco



AP to WNCd distribution - Site tags based

( DB \

WNCd WNCd . WNCd
Ops data Ops data Ops data

’,——————————————\

Q

WNCd(1) 2 e WNCd(n)

LW Catalyst 9800
Q0000000

Enterprise network

Recommendations

- What if site tags have already been created and customer does
not want to change the design?

- What if the number of site tags is different than recommended
and/or distribution of APs is uneven?

- Use the Load command:

Load is an estimate of the WNCd capacity reserved for that site tag
and it’s used to assign site tags (APs) to the WNCd

What contributes to the load of the WNCd: all control plane traffic >
client joining, authentication, roaming, client probes, but also features

\ like mDNS that require CPU time

To start, set the “load” equal the # of APs on each site tag and reboot
the WLC. Then monitor and tweak

- What if you cannot design with site tags? You don’t have AP
names, you don’t have APs on maps, or simply you don’t want
/ to. Load command will not help...

© 2026 Cisco and/or its affiliates. All rights reserved.

- Use RF based Load Balancing. Need 17.12 and above

]
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AP to WNCd distribution - RF based

« RRM-based, automatic way of clustering APs and evenly distribute them across WNCds.
- RF based clusters (AP Areas) are formed using RSSI info received from RRM AP neighbour reports

- The algorithm can be run on demand or scheduled. The resulting AP load balancing is applied upon WLC reboot or
admin trigger which causes AP CAPWAP restart

« When RF based is applied, load balancing based on site tag is not considered. So yes, you can have all the APs in
default site tag

- It’s off by default and it requires the APs to be deployed and a stable RF (APs have their neighbours discovered).

WNCdO WNCd1 WNCd2

]
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AP to WNCd distribution - RF based

« RRM-based, automatic way of clustering APs and evenly distribute them across WNCds.
- RF based clusters (AP Areas) are formed using RSSI info received from RRM AP neighbour reports

- The algorithm can be run on demand or scheduled. The resulting AP load balancing is applied upon WLC reboot or
admin trigger which causes AP CAPWAP restart

« When RF based is applied, load balancing based on site tag is not considered. So yes, you can have all the APs in
default site tag

- It’s off by default and it requires the APs to be deployed and a stable RF (APs have their neighbours discovered).

[ ]
]
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AP to WNCd distribution - RF based

RRM-based, automatic way of clustering APs and evenly distribute them across WNCds.
RF based clusters (AP Areas) are formed using RSSI info received from RRM AP neighbour reports

The algorithm can be run on demand or scheduled. The resulting AP load balancing is applied upon WLC reboot or
admin trigger which causes AP CAPWAP restart

When RF based is applied, load balancing based on site tag is not considered. So yes, you can have all the APs in
default site tag

It’s off by default and it requires the APs to be deployed and a stable RF (APs have their neighbours discovered).

..............................................

Load balanced system

..............................
...............

@ 1

-n i LA -mm . .

i
1

P o [

90 @6 6

WNCdO WNCd1 WNCd2

]
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Site tag vs. RF based load balancing

NO / Can you design or re- / Yes
design with site tags?

y

RF based load balancing Site Tag load balancing

Wait for all the APs to join * It’s deterministic: you know which group of
APs will land in which process

Wait for RF to be stable

« Site tag can be a location, so you know
which APs are where, it helps

Make sure you set a schedule to run the troubleshooting

algorithm in the background

Go with RF based load balancing

* You can consider roaming pattern and
assign site tags based on roaming domain

» Load to design for a site that has a lot of
APs but few client vs. a site that has fewer
APs but lots of clients, a high-density site

]
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Site Tag Design: What about Campus Gateway?

C9800

Site Tags - AP to WNCd distribution
m [ om0 | Recommendations:

7 = = Use custom site tags

' »  Whenever possible, have less than 500 APs per site tag

, » Do not overwhelm a site-tag and WNCd. Do not exceed the
- = following max number of APs per site tag:

Platform Max APs
’ Catalyst 9800 9800-80, 9800-CL (Medium and Large) 1600
74 LS 9800-40 800

& RRM based Auto WNCd load balancing

|
| Whatis it?

- RRM-based, automatic way of clustering APs and evenly distribute them across WNCds.
« RF based clusters (AP Areas) are formed using RSS! info received from RRM AP neighbour reports

» The algorithm can be run on demand or scheduled. It’s off by default and it requires the APs deployed and a stable RF
(APs have their neighbours discovered). Works with any site tag configuration.

W - The resulting AP load balancing is applied upon WLC reboot or admin trigger which causes AP CAPWAP restart
+ When applied, it overwrites any other load balancing based on site tag and load

Load balanced system

. @

AP area
bl @
cisco h

]
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Site Tag Design: What about Campus Gateway?

g‘(’j?

~

o

No need to worry anymore about
AP load balancing to internal
processes!

22222222222
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Site Tag Design: What about Campus Gateway?

C9800 Campus Gateway

DB : \

No need to worry anymore about
g - » APs and Clients are load balanced across CWCd based on least
AP |Oad balanc'“g to |nterna| loaded process, independent from each other

processes! - In C9800 there is the need to have AP and clients in same WNCd
because of BSSID and radio info

= - _ \
cwcd cwC cwcC i
Ops data Ops data Ops data

\

High level view

« Campus Gateway’s software architecture is different. Main wireless
process is Cisco Wireless Concentrator Demon (CWCd)

* In Campus Gateway, the client state machine is handled at the AP,
so we don’t need APs and clients in same CWCd process > load
balance of APs and clients is independent.

]
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Let’s revisit the Scale factor...

/Large, Medium Campus (no Fabric)
> Centralized architecture

km?2/mi?

k E.g., University Campus

/Distribute Enterprise: Branch, Small Campus
Large, Medium Campus with Fabric
> Distributed architecture

1= m?/ft?2

K E.g., Campus, Retail

.))
))

L3}
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Key Design Factors
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Policy Enforcement

= =

Campus network

© 2026 Cisco and/or its affiliates. All rights reserved.

Client B

sand a

BRKEWN-2002

packet to B

Client A

Distributed

Policy is applied at edge of the network: the AP
(Flex/Bridge mode) or the switch with SDA
Fabric mode

For Flex and Meraki bridge mode: ACL/SGACL
policies, these are applied at the AP in the
Egress direction

For Fabric mode: ACL/SGACL policies, these are
applied at the switch in the Egress direction

]
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Policy Enforcement

Nop, you
can NOT!

Centralized

* Policy is applied centrally at the aggregator

* For Catalyst Local or Flex Central switching mode:
Policy is always applied at the WLC, even if clients
are connected to the same AP

WLC/CG

; Distributed
i VLAN/SUbnet Policy is applied at edge of the network: the AP

~ j (Flex/Bridge mode) or the switch with SDA
- - S Fabric mode

For Flex and Meraki bridge mode: ACL/SGACL
policies, these are applied at the AP in the
Egress direction

D D * For Fabric mode: ACL/SGACL policies, these are
applied at the switch in the Egress direction

| want ta
sand a
packet to B

Client B Client A

]
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Policy Enforcement

Centralized

* Policy is applied centrally at the aggregator

* For Catalyst Local or Flex Central switching mode:
Policy is always applied at the WLC, even if clients
are connected to the same AP

* For Campus Gateway, the exception is clients
* connected to the same AP; in that case the policy
is applied locally at the AP and not centrally

Campus Gateway

sand a
packet to B

Client B Client A
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Key Design Factors
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Features

What are the critical features for the customer?
Are these supported on both network architecture models?
Is the same true for On-prem vs. Cloud?

'
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Features - On-prem

Local mode, FlexConnect
Central switching: Features
are applied at the WLC

WLC / On-Prem

FlexConnect Local switching —« Centralized (Local mode): Data plane

and Fabric: Features are applied |

at the AP and/or switch (fabric) : features are app“ed at the WLC

« Distributed (Flex Local switching and
Fabric): Data plane features are applied
at the AP

* Feature difference is minimal between
Centralized and Distributed but is there
and Centralized is more complete

* Check the Feature Matrix
https://www.cisco.com/c/en/us/td/doc

D @ D Q s/wireless/access_point/feature-

matrix/ap-feature-matrix.html

VLAN/Sp

’.
\

]
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https://www.cisco.com/c/en/us/td/docs/wireless/access_point/feature-matrix/ap-feature-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/feature-matrix/ap-feature-matrix.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/feature-matrix/ap-feature-matrix.html

Features - Cloud

[...

CG is a proxy E D
CG / ~ Cloud
‘ ALLmodes: Featwresare © * There is mainly no difference in

mplemented at the AP ~ distributed vs. centralized because
. features are implemented at the AP

» Go to Centralized with Campus Gateway
if you want AAA proxy or mDNS Gateway

» As of today, Open Roaming and Access
Manager are not officially supported with
Campus Gateway (roadmap items)

]
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Key Design Factors
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Use Cases

APP requirement: High BW and super low latency?
Is Wi-Fi 7 a factor for architecture choice?
s Guest Access centralized or DIA?
Traffic paths (E-W vs N-S),
BUM traffic handling

© 2026 Cisco and/or its affiliates. All rights reserved. . BRKEWN-2002 . CIsco



Wi-Fi 7 and APP requirements

What s the latency * You need to consider the APP requirements
requirement? and the related traffic path

» Centralized designed is not optimized for
East-West traffic > Traffic from client A to B
(East-West) travels all the way to the
aggregator/edge and back

WLC/CG

 What is the latency introduced by the path
to the central aggregator? Is this a factor?

e - -

* Wi-Fi 7 brings throughput and low latency
for applications like XR (eXtended Reality)
that may benefit from a distributed data

D D D D plane approach

Client B Client A

]
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Guest Access Centralized with CG (today)

» Traffic needs to exit from a centralized point in the
network (DMZ) > Centralized approach

* AP can only tunnel to one CG cluster

« All SSIDs are terminated at the same CG cluster

« Guest (or other) SSID traffic segmentation is only
supported via VLAN segmentation

______ —  Map the Guest SSID to a guest VLAN and have that
Campus cmstx terminated to a VRF interface on the Firewall, for
i example
All SSIDs
« If the firewall is not L2 adjacent to the CG cluster,

then you would need to transport the Guest VLAN

= - using some wired network mechanism (VRF light,
e BGP EVPN, etc.)
Meraki Network « Note: Anchoring (tunneling between CGs) is not
_____________________________________ Supported

]
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Guest Access Centralized with CG - 32.2 Roadman

alert

Campus

* You can have multiple CG clusters in a Meraki
Network

AP in a Meraki Network can tunnel different

____________________________________________________________________________________ e SSIDs to different CG clusters
g (N .+ APs can be in the same Meraki Network as CG
E:ﬁj L Fa) A T clusters or in a separated one
. owzase . Acluster in the DMZ of the firewall can be
dedicated to Guest traffic
Guest SSID traffic .
poTTTmm T = » Configure the Guest SSID to tunnel to the Guest
é = cluster and map it to the guest VLAN
L T « Note: Anchoring is not supported

Meraki Networks

]
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Guest Access Centralized with WLC

Campus Internet

Guest VLAN
Inter-WLC tunneling

Campus WLC SSO \pajr DMZ-cluster WLC SSO pair

)
EE

APs
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» Traffic needs to exit from a centralized point in

the network (DMZ) > Centralized approach

Guest auto-anchoring on the WLC provides a
simple solution to segment guest traffic directly
to the DMZ without touching the underlay
network

The WLC (Foreign) terminates CAPWAP traffic
from APs, decapsulates the client traffic and re-
encapsulate it into the inter-WLC CAPWAP
tunnel to the DMZ-WLC (Anchor)

The Anchor decapsulates the client traffic and
bridges into the wired network

]
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IT/OT Separation: mixing Centralized and Distributed

« |T traffic is centralized at the WLC/CG
 |T Traffic is isolated from OT network

e * Only AP tunnel traffic needs to be allowed
through the Firewall

« [T traffic is mainly North-South and optimized
for centralized approach

* Configured per SSID

WLC/CG

ooo Qll?l]/
o LR

IT networ

l’i Data plane tunnel
e
—{/ . .
=i,’i Requirement is to keep OT and IT
m/ traffic separated via a Firewall
— OT Server
OT network « OT and IT network are separated by Firewall

« Traffic is isolated from IT network

» OT traffic is bridged at the APs

« OT traffic mainly East-West, low latency
Configured per SSID

)
)
)
)
)

1

Wi-Fi client D a@E Industrial robot
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BUM Traffic handling - Centralized

Broadcast Unknown Unicast Multicast (BUM)

uplink

trunk
B
Campus

client 1 client 2
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L3/L2 switch

WLC
(local mode)

Campus
Gateway

WLC
(local mode)

Campus
Gateway

ARP for known client from
wireless

Broadcast to unicast and ARP
sent to client to reply.

Proxy ARP, replies on behalf
of client

Broadcast to unicast and ARP
sent to client to reply

mDNS
Can be configured to

drop/bridge/gateway

Can be configured to
drop/gateway

BRKEWN-2002

ARP for known client from
wired

Broadcast to unicast and
ARP sent to client to reply

Broadcast to unicast and
ARP sent to client to reply
Proxy ARP, replies on
behalf of client

Broadcast

By default Drop, exception is DHCP,
mDNS active queries, IPv6 NS and
NA. Broadcast can be enabled per

VLAN, and WLC floods it.

Drop only, exception DHCP, mDNS

active queries, IPv6 NS and NA.

ARP for unknown
client from wireless

Bridged onto the
VLAN

Bridged onto the
VLAN

ARP for unknown
client from wired

Drop

Drop

IP multicast

By default Drop, it can be
enable via IGMP snooping
and MoM forwarding

Drop only, exception is IPv6
NS and NA.

]
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BUM Traffic handling - Distributed

Campus

L2 switch

< uplink
trunk

«
.
0
o Q
*
., K
®ans

client 1 client 2
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AP (Flex Local
switching or
Fabric)

AP (Meraki
mode)

AP (Flex Local
switching or
Fabric)

AP (Meraki
mode)

ARP for known client
from wireless

Proxy ARP, replies on
behalf of client

Proxy ARP, replies on
behalf of client

mDNS

ARP for known client
from wired

Proxy ARP, replies on
behalf of client

Proxy ARP, replies on
behalf of client

Broadcast

ARP for unknown
client from wireless

ARP for unknown
client from wired

Bridged onto the VLAN Drop
Bridged onto the VLAN Drop
IP multicast

Can be configured to
drop/bridge/gateway

drop/bridge/forward (across
VLANSs). mDNS Gateway
feature not available

BRKEWN-2002

By default floods, can be
configured to drop

By default floods, can be
configured to unicast

By default floods, can be
configured to drop

Configurable to perform a
multicast-to-unicast packet
conversion using the IGMP
protocol
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Conclusions




It’s a balancing act...

Distribute

Centralize

Where do you distribute the intelligence?

'
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It’s a balancing act...

Centralize

Distribute

You need to consider all the design factors



Summary of Design Factors

Distributed
Guest (Direct Internet Access)
Roaming at lower scale (unless Fabric is used)
Scale limited by L2 access switches

Need to consider VLAN design (unless Fabric is
used)

Multiple entry points into the wired network (multiple
touch points for config and policy)

Services need to be distributed (AAA, DHCP, etc.)

Suitable for IT teams that manage wired and
wireless

S (less equipment to deploy and manage)
Optimized for East-West traffic

© 2026 Cisco and/or its affiliates. All rights reserved.

BRKEWN-2002

Centralized
Centralized Guest services
Roaming @ scale
Scale limited by distribution/core switches
Simplified VLAN/DHCP design

Single entry point to the wired network, single policy
enforcement point

Services need to be Centralized (AAA, mDNS, etc.)

Suitable for siloed IT teams (less changes needed
on wired, easier to get changes done)

SS (more CAPEX and more devices to manage)
Optimized for North-South traffic
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Complete your session surveys

App.

5

Complete your surveys in the Cisco Events
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Complete a minimum of 4 session surveys and
the overall event survey to receive a unique

Cisco Live t-shirt.
(from 11:30 on Thursday, while supplies last)
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Continue your education
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: Siarena@cisco.com
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Visit the Cisco Book your one-on-one Attend the interactive Visit the On-Demand
Showcase for related Meet the Engineer education with DevNet, Library for more
demos meeting Capture the Flag, and sessions at
Visit the Technical Walk-in Labs CiscoLive.coszn—
Solutions Clinics to Demand
discuss your technical
questions
- J Y,
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https://www.ciscolive.com/on-demand/on-demand-library.html
https://www.ciscolive.com/on-demand/on-demand-library.html

Thank you C1SCO Live !
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