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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

G Find this session in the Cisco Live Mobile App
o Click “Join the Discussion”
e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until June 13, 2025.
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Learn more on New Cisco Smart Switches
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Getting Started with
Zero Touch Provisioning

(ZTP)




Embedded CentOS container for I0S XE ZTP

Intent-based
Network Infrastructure

- Py
@ =«
-

Cisco I10x
Application

Linux

Cisco -IIE)S

Fault/resource isolation

Secure Linux shell environment

Python interpreter, pip, Bash shell
Pvthon APl & NETCONF APl into I0S XE

Integrated with ZTP and EEM
Guest Shell disabled by default, enabled manually
Enabled then disabled after ZTP completes automatically

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017

t
Python / YANG / CLI / EEM APIs

l
I0S XE

<2 CentOS

losxe# guestshell enable
losxe# guestshell run bash

alualn
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ZTP Workflow using Guest Shell

Is config
present?

Yes =/ load config, >

\_ device ready

DHCP
offer

received
?

Manual

intervention
?

Yes

4

[ exitZTP )
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option 67
present?

(python)

C

ZTP complete,
device ready

)

non-ZTP
workflow
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Python Modules - API

3 Python modules are available that
are the APl between Guest Shell
and the I0S XE device:

e cli.cli, cli.clip

» cli.execute, cli.executep

« cli.configure, cli.configurep

"\n\n sxkk Sample ZTP Day@ Python Script sxx \n\n"
cli

"Configure vlan interface, gateway, aaa, and enable netconf-yang\n\n"
cli.configurep(["int vlan 1", "ip address 10.5.123.27 255.255.255.0", "no shut", "end"l])
cli.configurep(["ip default-gateway 10.5.123.1", "end"1)
cli.configurep(["username admin privilege 15 secret @ XXXXXXXXXXXXX"1)

cli.configurep(["aaa new-model", "aaa authentication login default local™, "end"])
cli.configurep(["aaa authorization exec default local", "aaa session-id common", "end"])
cli.configurep(["netconf-yang", "end"])

"\n\n *xk*x Executing show ip interface brief x*xx \n\n"
cli_command "sh ip int brief"
cli.executep(cli_command)

"\n\n xxx ZTP Day@ Python Script Execution Complete sxx* \n\n"

1. cli.clilcommand) —This function takes an IOS command as
an argument, runs the command through the I0S parser, and
returns the resulting text.

2. cli.execute(command) —This function executes a single
EXEC command and returns the output; however, does not print
the resulting text. No semicolons or newlines are allowed as
part of this command. Use a Python list with a for-loop to
execute this function more than once.

3. cli.configure(command) —This function configures the device
with the configuration available in commands. It returns a list of
named tuples that contains the command and its result

4, 5, 6: cli.{cli, execute, configure}p (command) —This function
works exactly the same as the other functions, except that it
prints the resulting text to stdout rather than returning it .

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 8
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NETCONF API

The NETCONF interface on Cisco I0S XE is accessible from
within the Guest Shell, which can be used at Day 0. No interface
configuration or connectivity is required.

The ncclient Python library can be used to connect to the
NETCONEF interface when there is no IP connectivity, similar to
the Python CLI modules and API. This can be used by ZTP at Day
0 to programmatically configure the device using either CLI or
YANG.

CLI API NETCONF API
ZTP Enable NETCONF Preform RPC Actions
Enable AAA Programmatic Configuration

of device features

(9300( config)#netconf-yang ssh port ¢
<1-65535> Port number range (default port number 1is 838)
disable Disable external NETCONF 55H connectivity

(9308 config)#netconf-yang ssh local-vrf guestshell 7
enable Enable METCONF access

port Configure port number for the NETCONMF ssh connection

[guestshell@guestshell ~]3% ssh localhost -p 83@ -1 admin
admin@localhost’'s password:

<?¥ml version="1.8" encoding="UTF-8"7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.8">
<capabilities>
<capabllity=urn:ietf:params:netconf:base:1l.8</capability>
<capabllity=urn:ietf:params:netconf:base:1l.l</capability>

[guestshell@guestshell ~]$ python3 ./get_hostname.py
<?xml version="1.0" 7>
<rpc-reply message-id="urn:uuid:Z20d75dd3-60b7-4ble-9260-0438282d37c8" xmlns="urn:

<data>
<native xmlns="http://cisco.com/ns/yang/Cisco-I05-XE-native">

<hostname>(930@</hostname>
</native>

</data>
</rpc-reply>

Authentication from Guest Shell to NETCONF is still required, both credentials and certificates are supported
ithub.com/jeremycohoe/ncclient-get-hostname
ithub.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/blob/master/ztp-netconf.

get_hostname.py example at https:
ztp-Netconf.py example at. https:

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017
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https://github.com/jeremycohoe/ncclient-get-hostname
https://github.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/blob/master/ztp-netconf.py

Enable gNMI using ZTP + python API

Enable GNMI API in both secure and non-secured modes
create certificates & allow their use

enable user/pass authentication

Create a user with privilege 1

S

# Enable gNMI secure API
cli.configurep(["gnxi", "gnxi secure-init", " gnxi secure-password-auth ",
"service internal", "gnxi secure-allow-self-signed-trustpoint", "end"])

# Enable gNMI non-secured API
cli.configurep(["gnxi", "gnxi server", "end"])

# RO username
cli.configurep(["username ro privilege 1 secret @ Ciscol23ro"])

# Enable API RBAC NACM for privl users

print{'"\n\n *xk Enable API RBAC NACM for privl users sk \n\n")

cli_command = "request platform software yang-management nacm populate-read-rules privilege 1"
cli.executep(cli_command)

ztp-simple.py Python APl with ZTP

# Enable gNMI secure API

cli.configurep(["gnxi", "gnxi secure-init", " gnxi secure-password-auth ",
"service internal", "gnxi secure-allow-self-signed-trustpoint", "end"])

# Enable gNMI non-secured API

cli.configurep(["gnxi", "gnxi server", "end"]) :

cli.configurep(["username ro privilege 1 secret 0 Cisco123ro"])

# Enable API RBAC NACM for priv1 users

print("\n\n *** Enable APl RBAC NACM for priv1 users *** \n\n")

cli_command = "request platform software yang-management nacm populate-read-rules privilege 1"
cli.executep(cli_command)

Enable the read-only RBAC/NACM rules for privilege 1 users

Line 1 SUCCESS: gnxi

Line 2 SUCCESS: gnxi secure-init

Line 3 SUCCESS: gnxi secure-password-auth

Line 4 SUCCESS: service internal

Line 5 SUCCESS: gnxi secure-allow-self-signed-trustpoint
Line 6 SUCCESS: end

Line 1 SUCCESS: gnxi
Line 2 SUCCESS: gnxi server
Line 3 SUCCESS: end

Line 1 SUCCESS: wusername admin privilege 15 secret @ Ciscol23

Line 1 SUCCESS: wusername ro privilege 1 secret @ (iscol23ro

***% Enable API RBAC NACM for privl users *¥#*

**¥* Saving the configuration... *#**

Building configuration...

CLI commands [oK]

gnxi

gnxi secure-init
gnxi secure-password-auth

service internal

gnxi secure-allow-self-signed-trustpoint

gnxi
gnxi server

username ro privilege 1 secret 0 Cisco123ro
request platform software yang-management nacm populate-read-rules privilege
1

Demo time, let’s run the ZTP example so the device is ready, configured, and online for the configuration management usecases next

gNMI bootstrapping described in guide at:

d/do ml/ios/pro

© 2025 Cisco and/or its affiliates. All rights reserved.
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1714/b_1714_programmability_cg/m_1714_prog_gnoi_protocol.html#Cisco_Concept.dita_87c3eaca-1d91-4b9b-b2c7-22972b74aaad




|IOS XE Programmability & Automation Lifecycle

: Network Configuration Protocol
Pre__bOOt ExeC:UtK)n Provisioning Device / Model Driven \ (NETCONF) RgESTCONF gNMI
EnV'ronment (lPXE) Automation Onboarding Programmability ’ ’

RFC8572 Secure Zero A = - TANG rgtlvec Da:ja Models,
Touch Provisioning ZTP N python’ y \_ Scoos B peneene:
: | YANG Suite, Terraform, Ansible,
VM Automation / Device PyATS tooling
INTENT CONTEXT \\l..‘ Configuration
@ Nnﬂ(lrjfoiastruc’t’:?re
gNOI cert/os/reset proto Device
Optimization |
Guest Shell + Python/NETCONF ‘ a - ~ TIG_MDT container + guide
Software Image Model Driven
CentOS 8 Python 3 Management Telemetry YANG On-Change support
Application Hosting with Docker Device TV gRPC Dial-Out + DNS + mTLS
Monitoring

“show run” CLI to YANG \_ J | — J gNMI/NETCONF Dial-In .

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 12 CIsco




The gNMI Network Device API

NETCONF and RESTCONF ( REST API) have been supported since IOS XE Release 16
Continues investment in Network API brings full gNMI API support as part of IOS XE Release 17

04 12:194 Fan1/1
(AT
Fan1/2
(A
Fanl

2 el
T

NETCONF

Openconﬂg
Configuration and Operation

Device Features
SNMP

.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017

The gNMI API supports standard operations including

GET and SET for configuration management usecases

It also supports the SUBSCRIBE operation for
Telemetry

There is a suite of micro-services for factory reset,
OS image upgrade, and certificate management

alualn
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(5(5
gNMI is fast becoming the preferred

API for both config management
and telemetry usecases
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Programmable Interfaces

The NETCONF, RETCONF and gNMI are programmatic interfaces that provide additional

methods for interfacing with the I0S XE device - Just like the CLI, SNMP, and WebUI is
used for configuration changes and operational metrics so can the programmatic

interfaces of NETCONF, RESTCONF and gNMI

YANG data models define the data

that is available for configuration and

streaming telemetry @
OpenConfig Cisco Native Il ETF
@ @PENCONFIG

Intent-based

Network Infrastructure Configuration and Operation @IEEE
e = |
(—_) 7

SNMP

|IHH'|E%%||EHH||HH!I'III
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API Operations

NETCONF

<get-config>, <get>

<edit-config>
operation="“create”

<edit-config>
operation=“replace”

<edit-config>
operation=“delete”

<establish-subscription>

© 2025 Cisco and/or its affiliates. All rights reserved.

RESTCONF

PUT, PATCH

DELETE

BRKDEV-2017

SET = update

SET= replace

SET = delete

SUBSCRIBE

16
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Model Driven Telemetry Interfaces

“ Dial In: Collector establishes a connection to the device then subscribes to telemetry (pub/sub)

_ Dial Out: Telemetry is pushed from the device to the collector based off configuration (push)
Publication / Subscription

%
O@/\
gNMI supports Dial-In

Model Driven Telemetry

Network Infrastructure TlI} nanlglov‘;'ﬁ grpeo,{ ﬁse%ReLvl% e

remote telemetry server
SNMP
© 2025 Cisco and/or its affiliates. All rights reserved. .
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Cisco I0S XE - YANG model APl documentation

» There are 10 types of data models

including config, oper,
deviations

actions, and

« RFC 7950 YANG data modelling language
are the API definitions for IOS XE
« The YANG modules are available for

download from the API
published on Github.co

and are also
m

 Notable modules are listed below for the

running-config, feature
event notifications

oper, actions and

TYPE YANG module name.yang

Description

WM

L ©m W om m

10 Abstractions

Native conliguration madel  Cisco-105-XE-native

Operatian Cisca-105-XE- [leature}-aper
Configuratian Cisco-105-XE-{leature}-clg
Evernts Cisca-10S-XE- {leature}-avants
RPC Cisco-105-XE-{leature}-rpc
Daviatian Cisca-105-XE-{leature}-daviation
Types Cisco-10S-XE-{leature}-typas
Obsolata Cisca-105-XE-{leature}-absoleta
Comman Cisco-105-XE-{leature}-comman

running-config

Feature operational data

Feature configuration, indapendent of “native” madel
Talametry Evenls that can ba triggarad

Actions that can be parformed

Device implemantation deviatien from madula

Typas - Importad by other modules

Obsolete should net be implamentad

Common - Importad by other modules

abstraction for EVPN, OpenCaonlig config & aper

© 2025 Cisco and/or its affiliates. All rights reserved.

—

= YangModels [ yvang

<» Code

¥ master -

apoorvash

L\ Notifications ¥ Star

D Cisco-105-XE-bgp-route-oper.yang
D Cisco-105-XE-bgp-rpc.yang

D Cisco-105-XE-bgp.yang

Projects Security Insights

990

Go to file

bse Yang Models (#982) . @e3bcla 16 days ago YO History

D Cisco-105-XE-boot-integrity-oper.
D Cisco-l105-XE-breakout-port-oper|

| Cisco-l105-XE-bridge-domain.yang

| Cisco-l105-XE-bridge-operyang

3 Cisco-105-XE-cable-diag-oper.yan

3 Cisco-105-XE-cable-diag-rpc.yang

Added 10S XE 1§
Added Cisco-10
Added updated

Added Cisco-10

Added Cisco-10

0 Cisco-l0S-XE-install-events.yang

0 Cisco-10S5-XE-install-rpc.yang

f] Cisco-10S-XE-interface-commaon.yang
0 Cisco-10S-XE-interfaces-oper.yang
0 Cisco-l0S-XE-interfaces.yang

f] Cisco-10S-XE-los-commaon-operyang
0 Cisco-l0S-XE-ios-events-oper.yang
0 Cisco-10S5-XE-ip-sla-events.yang

f] Cisco-l10S-XE-ip-sla-oper.yang

years ago
years ago
years ago
years ago
years ago
years ago
years ago
years ago
years ago
years ago
years ago
years ago
years ago
17 months ago
11 months ago

4 months ago

4 months ago

Added Cisco-10S-XE-17.5.1 Release Yang Models (#982)

16 days ago

https://aithub.com/YanaModels/van

tree/main/vendor/cisco/xe

B )
The YANG models are available for download directly from the running ’
IOS XE device’s NETCONF, RESTCONF, or gNMI API, and from:

lllllllll
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gNMI|

SET

SUBSCRIBE

© 2025 Cisco and/or its affiliates. All rights reserved.

gNMI Operations

Capabilities exchange - list all supported YANG

modules )
\
Prefix Shortcut if Paths share root paths
Paths Defines what info is gathered
Data Type OPER, CONFIG, ALL
_/
A
Like GET Prefix, Paths
Type Update, Replace or Delete
\_ Y,
Subscribe Prefix, Path

BRKDEV-2017
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Evolution of the gRPC API microservices

IOS XE — —

16 gNMIGET/SET gRPC Dial-Out MDT
(yang-push)

I0S XE — —

17 gnmi cli renamed gnxi gNOI os.proto
gNOI cert.proto

e wm

IPv6 support, NACM gRPC Tunnel
PROTO encoding GET/SET

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017

o oeaz

gNMI Subscribe
gNMI User/pass auth

o

gNOI reset.proto

oz

PROTO encoding Subscribe

20


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1713/b_1713_programmability_cg.html

Key-value pair Google Protocol Buffers (kvGPB)

Protocol Buffers Q_ search Language ~ o

Protocol buffers are a language-neutral, platform-neutral extensible mechanism for

serializing structured data.

R P ( Home Guides Reference Support
4D @ D 4 0
message Person { Person john = Person.newBuil Person john;
required string name = 1; .setId(1234) fstream input(argv([1],
required int32 id = 2; .setMame( " John Doe") ios::in | ios::binary);
. . i 1 i il = 3; o Email(" jdoe@ le. john.P; [F I &1
A high-performance, open source universal RPC framework | e st e (RS R [
output = new FileOutputStrez name = john.name();
john.writeTo(output); email = john.email();
A high-performance, open soxurce
: Pick your favorite
universal RPQ fra mQWQrk What are protocol Iang:age How do | start?
https://grpc.io/ buffers?

Protocol buffers are a language-neutral, platform-neutral
extensible mechanism for serializing structured data.

https://developers.google.com/protocol-buffers

|OS XE uses the messaging framework of gRPC to send protobuf encoded data -

structured data that has been serialized into a key-value pair string

il
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 21 CIsco



Terminology

‘GRPC

Feature Purpose
gRPC DIaI_OUt Telemetry 1 6 1 O A high-performance, open source universal RPC framework
. A high-performance, open source universal RPC framework
gRPC Dial-Out + TLS  Telemetry 17.2 https://grpc.io/
. Protocol Buffers Q search Language ~ o
g N M I D I al B In Te I e metry 1 6 " 1 2 Protocol buffers are a language-neutral, platform-neutral extensible mechanism for
gRPC Messaging framework X —
sssss ge Person { W Person john = Person.gwﬁlllijil Person john; W@
gRPC NMI (gNMI) Network Management 16.8 = E N G
+ -build(); id = john.id();
output = new FileQutputStres name = john.name();
john.writeTo(output); email = john.email();
gRPC NOI (gNOl) Network Operations 17.3
Pick your favorite
. What are protocol language How do | start?
gNxl Consolidated gRPC based 17.3 buffers?

microservices including
gRPC, gNMI, gNOl, etc

mechanism for serializing structured data.
https://developers.google.com/protocol-buffers

The gRPC based microservices natively use Protocol Buffers (protobuf, or .proto for short)

© 2025 Cisco and/or its affiliates. All rights reserved.

They also support YANG modules

config and show CLI’s have changed from ’gnmi’ to ‘gnxi’ in 17.3

BRKDEV-2017
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Protocol buffers are a language-neutral, platform-neutral extensible

alualn
CIsco



gRPC tunnel

“grpctunnel is an implementation of a TCP-over-gRPC tunnel”
It is very similar to the commonly used “SSH tunnel” concept
https://qithub.com/openconfig/grpctunnel

The devices makes a secure outbound connection to the

gRPC tunnel server in order to expose the gNMI API for
operational use

Many devices can connect into a single tunnel server in
order to increase operational efficiency

Tunnels can be opened to any number of servers as
needed and is not limited to a single tunnel

Useful when the network
devices has a dynamic IP or is
behind firewall/NAT

© 2025 Cisco and/or its affiliates. All rights reserved.

O

Cisco 10S XE Network Device Collector

RPC gNMI Client
gNMI g core
-
Listen
Sockets
Tunnel Client
Client - Ports

Tunnel Server

alualn
BRKDEV-2017 23 CIsco


https://github.com/openconfig/grpctunnel

gNOI - gRPC Network Operations Interface

1. gRPC Network Operations Interface, or gNOI, is a set of gRPC-based microservices,
used for executing operational commands on network devices

2. gNOIl operations are executed against the gNMI API interface

3. gNOl is defined and implemented on a per proto basis

4. There are many protos defined - some are more mature and evolve and different pace
Protobuf RPC Use Related CLI Release
Cert.proto TLS Certificate management crypto pki ...

Os.proto Network Operating System management install add file ...

Reset.proto Factory Reset and secure wipe write erase ...

File.proto Not implemented on IOS XE, use YANG copy, delete N/A
System.proto Not implemented on I0S XE, use YANG reload, set boot N/A

https://qithub.com/openconfi noi
N

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 24 CIsco


https://github.com/openconfig/gnoi

Show CLI and reference tooling

The show CLI can be used to understand the ports and status of the gNMI services

C9300#show gnxi state detail ST GNOI

1 Admin state: Enabled R
SEttlngS Oper status: Up

State: Provisioned

Server: Disabled gRPC Server Cert Management service

Server port: 50052 Admin state: Enabled .
Secure server: Enabled Oper status: Up Admin state: Enabled

Secure server port: 9339 Configuration service Oper status: Up
Secure client authentication: Disabled Admin state: Enabled

. . Oper status: Up
Secure tr‘ustpm nt: gnxi-ce rt

Secure client trustpoint:
Secure password authentication: Disabled hdmin state: Enabled

Oper status: Up

Telemetry service

https://aithub.com/qgooagle/gnxi

gNxI Tools gNMI Clients: gNOI Clients
« gNMI - gRPC Network Management Interface ~ * gNM| Capabilities « gNOI Cert
« gNOI - gRPC Network Operations Interface o gNMI Get . QNOI OS
* gNMiSet + gNOI Reset

e gNMI Subscribe

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017
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https://github.com/google/gnxi

RBAC/NACM for gNMI read-only usecase

This feature restricts the Create, Update, Delete and Exec operations while allowing Read

GNXI must be enabled with the “gnxi secure-password-auth” to use NACM

CLI to populate NACM with Read Only rules:

request platform software yang-management nacm populate-read-rules privilege 1

CLI to reset NACM:

request platform software yang-management nacm reset-config

« The NACM infra was connected to gNMI
in 17.9.1 to enable the access control
mechanisms for gNMI users

* The NACM rules are part of the “ietf-
netconf-acm” YANG data model and are
not part of the running-configuration

*  NACM configuration is persistent across
reloads as it is part of YANG DMI

« The NACM rules can be read by
performing a GET or READ operation
against the NACM xpath. They can also
be reset by CLI

« The “populate read rules” CLI can be
used to enable read-only operations for
priv1

© 2025 Cisco and/or its affiliates. All rights reserved.

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<groups>
<group>
<name>gnmi-read-only-users</name>
<user-name>gnmi_reader</user-name>
</group>
</groups>
<rule-list>
<name>admin</name>
<group>PRIV15</group>
<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>gnmi-read-only-rules</name>
<group>gnmi-read-only-users</group>
<rule>
<name>deny-write-ops</name>
<module-name>*</module-name>
<access-operations>create update delete exec</access-operations>
<action>deny</action>
</rule>
<rule>
<name>allow-read</name>
<module-name>*</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

BRKDEV-2017

i & jetf-netconf-acm

i [ nacm

enable-nacm

read-default
write-default
exec-default
enable-external-groups
denied-operations
denied-data-writes
denied-notifications

- B groups

ii= group
- g name
user-name

- 8= rule-list

$ name
: group
H = rule
- /g name
module-name
- € rule-type
= protocol-operation
=> notification
. = data-node
L. g path
access-operations
- g action

comment

26
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gNMI Best Practices

Considerations when using GNXI in production

1. Authentication: Is a TLS cert used for
auth, or a user/pass combo ?

2. Login Authorization with upstream
TACACS/RADIUS/ISE or local ?

3. Model Based Authorization with NACM
policy ?

4. Does the gNMI service need
protection with an IP ACL ?

5. Low priv read-only user can only
subscribe to MDT while admin user
can manage the device configuration

services

TACACS NACM ACL

il
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 27 CIsco



gNMI CLI’s

service internal

Irequired if using selfsigned-trustpoint - not recommended!
gnxi

gnxi secure-allow-self-signed-trustpoint

gnxi secure-password-auth

gnxi secure-init

I secure-init once only to add below trustpoint

gnxi secure-trustpoint TP-self-signed-2328416372
gnxi secure-server

I read—only and disable gNOI

gnxi read-only

no gnxi enable-gnoi

lgnxi server ! keep the non-secure server disabled

ol I Il I [
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gNXIl read-only

This enhancement adds support for a read-only use-case blocking any
'‘write' RPCs including gNMI Set and gNOI RPC’s

Disable gNOI microservices Set gNMI API to read-Only
* Block all gNOI RPC’s including for * Disable any gNMI Set operations at the gNMI broker level
certificate management, OS image, and * Independent of NACM policy this disables SET entirely
factory reset services.
« Any gNOI RPCs will return a gRPC switch(config)# gnxi read-only
UNIMPLEMENTED error if called
. . . . gNMI SET
switch(config) # no gnxi enable-gnoi S
y y update {
VNC2-LEAF1(config)#gnxi read-only ? path {
<cr>  <cr> i
origin: "rfec7951"
VNC2-LEAF1(config)#gnxi enable-gnoi ? elem {
<Cr> <cr> name: "Cisco-I05-¥E-native:native"
26.288: ¥HA_EM-6-L0G: catchall: configure terminal }
:11.094: ¥HA_EM-6-LOG: catchall: no gnxi enable-gnoi elem {
:11.096: ¥GNMIB-5-SRV_OPER_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] operational status: DOWN name: "hostname”
:11.099: ¥GNMIB-5-SRV_ADMIN_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] administrative state: DISABLED }
:11.857: %GNMIB-5-SRV_ADMIN_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] administrative state: ENABLED }
121.859: ¥GNMIB-5-SRV_OPER_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] operational status: UP val {
VNCZ-LEAF1(config)#gnxi read-only json ietf val: "\"tried-to-set-with-gnmiy""
VNC2-LEAF1(config)#
Apr 17 22:47:34.297: ¥HA_EM-6-L0G: catchall: gnxi read-only }
Apr 17 22:47:34.298: ¥GNMIB-5-SRV_OPER_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] operational status: DOWN }

Apr 17 22:47:34.3@1: ¥GNMIB-5-SRV_ADMIN_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] administrative state: DISABLED
Apr 17 22:47:35.046: ¥GNMIB-5-SRV_ADMIN_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] administrative state: ENABLED ERROR: gNMI/Set not available in read-only mode

Apr 17 22:47:45.049: ¥GNMIB-5-SRV_OPER_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] operational status: UP

alualn
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Increased Logging for gNMI

17.6: GNXI OS history CLI
show history of GNXI OS RPC’s
switch# show gnxi os internal history

17.7: More granular logging introduced
Set debug level with 'set platform software trace’ CLI

switch# set platform software trace gnmi switch active rO ?

(...)

gnmi GNMI Library

gnmib-cert Cert.proto workflow
gnmib-grpc GRPC core
gnmib-infra GNMI Broker Infra
gnmib-os Os.proto workflow

gnmib-reset Reset.proto workflow
gnxi GNXI Library

17.7: GNMI & GNOI maintain counters per RPC/message

switch# show gnxi state stats

© 2025 Cisco and/or its affiliates. All rights reserved.

cat9300x-pod@Sa#show gnxi os internal histor
Truncated history of install infra events
Date/Time Install Status

04/17/24 11:37:56 3b77bc55-404e-4143-a759-bb9613013f3b Install Start
04/17/24 11:37:56 3b77bc55-404e-4143-a759-bb9613013f3b Install Complete

cat9300x-poddSa#

jcohoe-c9300#set platform software trace gnmi switch active r@ gnmi ?
debug Debug messages
emergency Emergency possible message
error Error messages
info Informational messages
noise Maximum possible message
notice Notice messages
verbose Verbose debug messages
warning Warning messages

GNOI CERT

jcohoe-c9300#sh gnxi state stats
GNMI Get: @

Install: @

Get: 4

Set: @
Capabilities: 7
Subscribe: @

BRKDEV-2017

17.6
17.7

Install action Install substate

Remove Operation Invoked
Remove None

N
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Syslogs for gNMI

Im

lement syslogs for gNMI RPC’s and states, gNOI gRPC’s, and outgoin

GNMI RPC received and completed GET, SET, Subscribe
Telemetry Dialout connection to receiver

Telemetry Dialout disconnection from receiver

GNMI gRPC Tunnel connection to server

GNMI gRPC Tunnel target registration

gNOlI Certificate Management, OS Install

gNMI Get/Set

May
May

May
May
May
May

gN\MI

9 20:45:12.485: %GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Connection from ipv4:5.251.17.87:39656 for RPC gNMI/Get
9 20:45:12.525: %GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Disconnection from ipv4:5.251.17.87:39656 for RPC gNMI/Get

9 20:45:42.536: %SYS-5-CONFIG_P: Configured programmatically by process iosp_dmiauthd_conn_100001_vty_100001 from console as admin on vty63
9 20:45:42.399: %GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Connection from ipv4:5.251.17.87:39664 for RPC gNMI/Set

9 20:45:42.532: %DMI-5-CONFIG_I: Switch 1 R0/0: dmiauthd: Configured from NETCONF/RESTCONF by admin, transaction-id 1886

9 20:45:42.560: %GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Disconnection from ipv4:5.251.17.87:39664 for RPC gNMI/Set

Subscribe and gRPC Tunnel

May 10 13:00:25.320 EDT:
May 10 13:00:25.323 EDT:
May 10 13:00:25.389 EDT:

May 10 13:00:35.410 EDT:
May 10 13:00:35.410 EDT:

gNOI Cert operations

May 10 12:43:55.961 EDT:

May 10 12:43:55.961 EDT: %PKI-6-TRUSTPOINT_DELETE: Trustpoint: pygnoiclienttest deleted succesfully
May 10 12:43:56.049 EDT: %PKI-6-TRUSTPOINT_CREATE: Trustpoint: pygnoiclienttest created succesfully

May 10 12:43:55.960 EDT:
May 10 12:43:55.966 EDT:
May 10 12:43:56.047 EDT:
May 10 12:43:56.438 EDT:

gNOI 0OS

May 10 12:52:17.757 EDT:
May 10 12:52:17.764 EDT:
May 10 12:52:17.829 EDT:
May 10 12:52:24.099 EDT:
May 10 12:52:24.100 EDT:
May 10 12:52:31.266 EDT:
May 10 12:52:31.267 EDT:

© 2025 Cisco and/or its affiliates. All rights reserved.

%GNMIB-6-GRPC_TUNN_STATE: Switch 1 R0O/0: gnmib: Connected to gRPC Destination ott-ads-365 (161.44.237.133) with Targets|GNMI_GNOI] using 0.0.0.0:Mgmt-vrf
%GNMIB-6-GRPC_TUNN_SESS: Switch 1 R0/0: gnmib: Received gRPC Tunnel session request from ott-ads-365 for Target Type GNMI_GNOI
%GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Connection (Tunneled from ott-ads-365) from ipv4:127.0.0.1:55066 for RPC gNMI/Subscribe

%GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Disconnection from ipv4:127.0.0.1:55066 for RPC gNMI/Subscribe
%MDT_CONNECTION-6-STATE_CHANGED: Switch 1 R0/0: pubd: Connection state changed (id 26 - 127.0.0.1:55066:0:0.0.0.0): DOWN

%CRYPTO_ENGINE-5-KEY_DELETED: A key named pygnoiclienttest has been removed from key storage

%GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Connection from ipv4:5.251.17.87:49478 for RPC Cert/Revoke
%GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Disconnection from ipv4:5.251.17.87:49478 for RPC Cert/Revoke
%GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Connection from ipv4:5.251.17.87:49478 for RPC Cert/Install
%CRYPTO_ENGINE-5-KEY_ADDITION: A key named pygnoiclienttest has been generated or imported by crypto-engine

%GNMIB-6-GRPC_CON_STATE: Switch 1 R0O/0: gnmib: Received gRPC Connection from ipv4:5.251.17.87:49546 for RPC OS/Install
%INSTALL-5-INSTALL_COMPLETED_INFO: Switch 1 RO/O: install_mgr: Completed install remove

%GNMIB-6-GRPC_CON_STATE: Switch 1 RO/0: gnmib: Received gRPC Disconnection from ipv4:5.251.17.87:49546 for RPC OS/Install
%GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Connection from ipv4:5.251.17.87:49550 for RPC OS/Activate
%GNMIB-6-GRPC_CON_STATE: Switch 1 RO/0: gnmib: Received gRPC Disconnection from ipv4:5.251.17.87:49550 for RPC OS/Activate
%GNMIB-6-GRPC_CON_STATE: Switch 1 R0/0: gnmib: Received gRPC Connection from ipv4:5.251.17.87:49552 for RPC OS/Verify
%GNMIB-6-GRPC_CON_STATE: Switch 1 RO/0: gnmib: Received gRPC Disconnection from ipv4:5.251.17.87:49552 for RPC OS/Verify

BRKDEV-2017
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Show tech enhancements 17.16

Now when running “show tech” CLI the following gNMI details are included

show tech-support yang-management
show crypto pki certificates

show crypto pki trustpoints

show gnxi state

show gnxi state detail

show gnxi state stats

show gnxi os activate

show gnxi os detail

show gnxi os install

show gnxi os internal history
show gnxi os summary

show install summary

show install active

show install committed

show install inactive

show gnxi grpctunnel destinations

il
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gNMI sync_response 17.14

This provides an indication to the client that all of the existing data for the subscription has been sent at least once

/ Device \ / Model Driven \

Telemetry
Collector

Loop until all data from the device is transmitted m

N / N /

Specification defined in the OpenConfig gNMI specification on Github:
https://qithub.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

il
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gNMI sync_response example

YANG Suite [/ ghMI [ YANG set *" | Modules

e @ gRPC Network Management Interface (gNMI)

YANG 17 14eft-default-yangset
Set
Device  1714EFT

(@) STREAM () ONCE ) POLL

v Module(s)

@00

| Cisco-10S-XE-interfaces-oper x |

( a Edit Device

Get | Set

( Capabilities ) gNMI Operation

Sample interval

(") ON_CHANGE (8) SAMPLE () TARGET_DEFINED

Encoding type:

(®) JSON_IETF () JSON () PROTO (.

Search XPaths

e=D

5---&Clscc—\OS—XE—interfaces—oper
. [yinterfaces

a i=interface
- ”name
| ﬂintedace—type
P--ﬂadmin—status
E---ﬂoper—stalus
:[--ﬂlast—change
b aif-index

Lﬂ phys-address

!
L lower-layer-if

L ﬂspeed
8 [y statistics

|

b2 diiffserv-info
]

L. gt

L ﬂipv-t

[ ﬂip\fﬂt—suhnel—mask

lﬂ description

| =T

MNodes

higher-layer-if

) Ascll

c Replays ~

Value

(]
]
Vian311,

Origin:
)

60 -
(@) Openconfig @ RFC 7951 |

oD &

| Module name |

‘ Load Module(s)

Prefix path

Other

@ Clear RPC(s)

Opera

gHNMI SUBSCRIEBE

subscribe {
prefix {
origin: "rfc7951"
}
subscription {
path {
elem {
name: "Cisco-I0S-
J
elem {
name: "interface"
key {
key:
value:

"ame”
"¥lan3ll

}

mode: SAMFLE
sample_interval: 6000

4
encoding: JS0N_IETF

Subscribe notification active
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update {
timestamp: 171141079113%510000
update {
path {
origin: "rfe7951"
elem {
name: "Cisco-I0S-XE-interfaces-«
}
elem {
name: "interface"
key {
key: "name”
value: "Vlian3iil"
}
}
}
val {

jeson_ietf wval: "{\"name\":%\"Vlan3]

}

17.14

. Build Subscribe Request

. Send the Request

Receive & decode the Response

. sync_response is sent from device
to collector

"ether-stats": {
"in-mac-control-frames": "0",
"in-mac-pause-frames": "0",
"in-oversize-frames": "0",
"in-jabber-frames™: "0",
"in-fragment-frames": "0",
"in-802lg-frames": "0",
"sut-mac-control-frames”: "0",

"out-mac-pause-frames": "0",

"out-8021g-frames™: "0"

Hpath/Value

[{'datatype': 'key',
'Vlan311",
'/Cisco-I0S-XE-interfaces-oper:interfaces/interface/name’'})

'walue':
'wpath’:

update {
timestamp: 1711410791141977000

1

|PrD¢ES£ ing returns...

|'update'

|5ubscrihe sync_responsea

|waiting for notification

|Waiting for notification




PROTO encoding for gNMI subscribe 1711

In addition to JSON_IETF encoding, there is also support for PROTO
encoding for gNMI periodic subscriptions.
The PROTO encoding mechanism uses the binary encoding format for both path and value to

increase the efficiency of telemetry data transfer. With JSON_IETF the aggregated data is sent
to the collector and with proto there is more granularity in the transmitted data.

Both Telegraf and YANG Suite already support PROTO _ o .
| The “proto” encoding restriction will be

120 ines (106 sloc)  2.69 KB e removed from the guide as it will become
e supported in release 17.11
;. dercatinge Tson i N Restrictions for the gNMI Protocol
Z ZZZ?Z:ZZ; F[)'r'i;(.)ss.13:1..7@:5(»)@52"] éZ;iif'fﬁme. The following restrictions apply to the feature:
; :ZZCIETZ : "idmm )‘i"““""’ EEzg! « JSON, BYTES, PROTO, and ASCI encoding options are not supported.

https://qithub.com/openconfig/gnmi/blob/master/proto/gnmi/gnmi.proto
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b 179 programmability cg/m 178 pro nmi.html

ol I Il I [
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gNMI subscribe PROTO demo

[ XoN ) = gNMImodule(s) "Cisco-10S-X X = =4 v
< C A Not Secure | 10.85.134.103:8481/gnmi/explore/admin+1711-c9300/Cisco-I0S-XE-interfaces-oper a % B »0@ :

YANG Suite / gNMI / YANG set * |/ Modules

Cisco YANG Suite © @ rPC Network Management Interface (gNMI) aamin €) @ @

Admin YANG Set  1711-¢9300 ~ Module(s) ‘\C\sco-IDS-XE-imerfaces—onerx| ‘ Load Module(s)
Setup Device = (none selected) ~ IC Capabilities ) gNMI Operation Set | Subscribe ) GPreﬁx path

Analytics GET type: Origin: Encoding type:
@A\I @ ) Config ( . ) State | . ) Operational @Openconﬁg @ ) RFC 7951 | . ) Module name | . ) Other @ JSON_IETF . ) JSON | . | PROTO | . I ASCII

L Search XPaths ('Replays Build RPC Clear Values RunRPC(s) | (& Clear RPCIs)

Protocols Nodes Value Operation
& Cisco-10S-XE-interfaces-oper

Test Manager

Help
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YANG Suite + gNMI




Cisco YANG Suite

YANG API Testing and Validation Environment

Construct and test YANG based APIs over
NETCONF, RESTCONF, gRPC and gNMI

|OS XE / 10S XR / NX OS platforms

Get hands-on using the new learning lab!

Docker container innovation 1 container

© 2025 Cisco and/or its affiliates. All rights reserved.

YANG Suite

BRKDEV-2017

© % Explore YANG Models

Select a YANG set  C9300

@ Display schema nodes only () Display all nodes
&% Cisco-10S-XE-interfaces-oper

4--[~ interfaces
4-- 1= interface
# name
interface-type
admin-status
oper-status
last-change

if-index

YANG Suite NETCONF / YANG set “C9300” / Modules

© I NETCONF

YANG Set  C9300 N Module(s)

NETCONF Operation get % Device

<[> Build RPC

Select YANG module(s) Cisco-10S-XE-interfaces-oper %

Cisco-10S-XE-interfaces-oper %

JCOHOE-DMZ-C9300

YANG Suite / Exploring YANG / YANG set “C9300” / Modules

e @ © @

Load module(s)
v

o Icon legend O\ Search XPaths O\ Search nodes /' Expand all nodes

Node Properties

Name statistics

Nodetype container

Description A collection of interface-related statistics objects
Module Cisco-l0S-XE-interfaces-oper

Revision 2020-07-01

Xpath /interfaces/interface/statistics

Prefix interfaces-ios-xe-oper

http://cisco.com/ns/yang/Cisco-10S-XE-interfaces-oper

o @ © @

v Load Module(s)
ﬂ Edit Device Open Device Window
)
) ® Clear RPC(s)

Nodes Value
L & Cisco-l0S-XE-interfaces-oper
4[> interfaces
4-1= interface
" o
----- interface-type
----- admin-status
oper-status
last-change
if-index
----- phys-address
----- higher-layer-if
lower-layer-if
speed
[~ statistics

<rpc xmins="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get>
<filter>
<interfaces xmins="http://cisco.com/ns/yang/Cisco-10S-XE-interfaces-
oper">
<interface>
<name/>
<statistics/>
</interface>
<finterfaces>
</filter>
</get>
<frpc>

developer.cisco.com/yangsuite

github.com/CiscoDevNet/vangsuite

alualn
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YANG Suite now includes ...

 |nitial Release:

* Plugin and YANG File Manager, Datasets and diffs

 Device Manager
« NETCONF (Python), gRPC Telemetry
* Docker install support with HTTPS
« Second Release:
« RESTCONF
 gNMI
« Python Integrations
 Third Release:
« gRPC Telemetry with TLS Support
« SNMP OID to YANG Xpath Mapping
 Ansible Integrations
 Pip install support

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017

Cisco YANG Suite

Admin
Manage users
Manage plugins
View logs
Setup
YANG files and repositories
YANG module sets

Device profiles

Analytics

Datasets and diffs

SNMP to YANG Mapping

Protocols

gNMI

gRPC telemetry

NETCONF

RESTCONF

Explore
YANG

39
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YANG Suite gNMI plugin

* Model-driven configuration and retrieval of config and operational data using the gRPC Network Management Interface
(gNMI)

« Capabilities, Get, Set and Subscribe remote procedure calls (RPCs) supported with JSSON, JSON_IETF and Proto encoding

» This fully functional gNMI client helps build, test, and validate gNMI YANG payloads

Demo’s & Examples . o _ Y
1. gNMI GET for Cisco Native hostname Certificate Authentication within YANG Suite:
2. gNMI SET for Cisco Native hostname NI + TLS Authority Certfioate: | [JERRRIRNAN No fike chosen

3. gNMl GET OC Hostname gRPC Dial-Out TLS Client Certificate: | [ Choose File | No file chosen

4. gNMI SET OC Hostname

5. gNMI GET IETF Interfaces T otenter | [Choosa Fla o fe chocer

6. gNMI Subscribe Cisco native interfaces GRPC Dial-our TS Soer Certests: | (G0l o lechosen

7. gNMI Subscribe OpenConfig interfaces TLS Server Key: | [(Ghoose File | No file chosen

YANG Suite / gNMI / YANG set “° |/ Modules

e © gRPC Network Management Interface (gNMI)

YANG Set  c9300-default-yangset . Module(s) Cisco-l10S-XE-interfaces-oper x
' . . 'd . ™
Device C9300 ~ ( ﬂ Edit Device ) L Capabilities )
gNMI Operation eIl Set | Subscribe ) OF! Config () State Operational  Origin: Encoding type: || Prefixing

() Openconfig (®) RFC 7951 () Other (@) JSON_IETF () JSON

Search XPaths... t= Show Legend Build JSON Clear Values Run RPC(s) A @ Clear RPC(s)

alualn
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gNMI GET for Cisco Native hostname

YANG Suite /| gNMI / YANG set " | Modules

9 © gRPC Network Management Interface (gNMI)

YANG isco-10S-XE-i =
Set c9300-default-yangset Module(s) Ciles ol Xholnte ae ans0 e ik

admin e ‘

C9300 v ‘ (" % EditDevice ) (" Capabilities )

gNMI Operation T8 Set | Subscribe ) @A" () Config (_) State (_) Operational

Origin: Encoding type:
(") Openconfig (®) RFC 7951 () Other (@) JSON_IETF () JSON

i—= Show Legend

Device

|:| Prefixing

Search XPaths...

Pr— :
( RunRPC(s) T (@ Clear RPC(s)

Build JSON Clear Values

Nodes Value path {
oS -XE-i _ origin: "rfc7951"
i %CISCU I0S-XE-interfaces-oper elem {
4 [, interfaces name: "interfaces”
A := interface } }
' ----- » name encoding: JSOMN_IETF

' ------ interface-type

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017

Polling count: 65 Received bytes of data: 681356

path {
origin: "rfc7951"
elem {
name: "interfaces”
}
}

encoding: JSON_IETF

gNMI GET Response
notification {
timestamp: 1637001179376600080
update {
path {
origin: "rfc7951"
elem {
name: "Cisco-I0S-XE-interfaces-oper:interfaces"”
}
}
val {
json_ietf_val: "{\"interface\":[{\"name\":\"AppGigabitEthernet1/0/1\",\"interface-type\":\"iana-iftype
}
}
update {
path {

il
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gNMI SET for Cisco Native hostname

Cisco YANG Suite

Admin

Setup

Analytics

Explore

Protocols

gNM|

gRPC telemetry

NETCONF

RESTCONF

Test Manager

Help
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YANG Suite [/ ghNMI / YANG set “° | Modules

e e gRPC Network Management Interface (gNMI)

YANG Set

Device

Origin:
_ Openconfig @ RFC 7951 ( ) Module name [ Other

Search XPaths

Nodes

jcohoe-c9300-default-yangset

W

i @ © @

Module(s) | Cisco-10S-XE-native x |

jcohoe-c9300

7 . -
v ( £¥ Edit Device ) ( Capabilities ) gNMI Operation (  Get m Subscribe ) [ prefix path

E ----- [~ parser
E ----- [ service

EE platform
E—,d hostname

- [£= enable
e [~ password

‘E archive

- i=— Username

= user-name

[ card
- [£= controller
E frame-relay

+— &) agm-register-fnf

\i"."E \lrrf
E ----- [~ global-address-family

Encoding type:
(®) JSON_IETF () JSON (_)PROTO () ASCII

=lLegend cReplays ~ Build RPC Clear Values

Load Module(s)

| |Base6a

RunRPC(s) @® Clear RPC(s)

Value Operat {

"update": [

"path": {
"origin": "rfc7951",
"elem": [

| upda’ {

}
]

val": {
"jsonletfVal": {

set-by-ys-gnmi

}

"name": "Cisco-10S-XE-native:native"

"hostname": "set-by-ys-gnmi"

o

BRKDEV-2017
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gNMI GET OC Hostname

YANG Suite / gNMI / YANG set " | Modules

e e gRPC Network Management Interface (gNMI)

i @ © @

RunRPC(s) © Clear RPC(s)

YANG Set  jcohoe-c9300-default-yangset ' Module(s) _openconfig-system X |
Device = jcohoe-c9300 ~ ( L Edit Device > ( Capabilities ) gNMI Operation Set | Subscribe ) [ ] prefix path
GET type: Origin: Encoding type:
(® Al () config () State () Operational  (®) Openconfig () RFC 7951 () Module name () Other (®) JSON_IETF () JSON () PROTO () ASCII
Search XPaths G'Replays ~ Build RPC Clear Values
Nodes Value Operation {
- & openconfig-system ;{)ath a!
‘“Eﬁbsvﬂe”l "origin": "openconfig”,
4- [ config "?Iem": [
I ----- ~ hostname oc-inet:domain-name "name": "system"
- /& domain-name i-
- /@ login-banner "name": "config"
- & motd-banner i.-
i
[y state "name": "hostname”
[ clock }
By dns } ]
i =au ]

[ grpc-server

© 2025 Cisco and/or its affiliates. All rights reserved.

"’encoding": "JSON_IETF"

BRKDEV-2017

Load Module(s)

glMI GET Response

notification {

timestamp: 1663716002850520766
update {
path {
origin: "openconfig”
elem {
name: "system"
}
elem {
name: “"config"”
}
elem {
name: "hostname"
}
}
val {

json_ietf val: "\"set-by-ys-gnmi-ansible}\

JSON Decoded

"set-by-ys-gnmi-ansible"
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gNMI GET IETF Interfaces

Cisco YANG Suite

Admin

Setup

Analytics

Explore

Protocols
gNMI
gRPC telemetry
NETCONF
RESTCONF

Test Manager

Help

© 2025 Cisco and/or its affiliates. All rights reserved.

YANG Suite / gNMI / YANG set *” / Modules

e © gRPC Network Management Interface (gNMI)

YANG Set  c9300-default-yangset

™ Module(s) ietf-interfaces % |

o © © O

Device C9300

GET type: Origin:

~

@ All C’ Config C} State \/D Operational (7‘) Openconfig @ RFC 7951 () Module name C} Other

Search XPaths
Nodes
i &, ietf-interfaces
+--[~ interfaces

4..1= interface

l,’ description

p type
- 2 enabled

,’ link-up-down-trap-enable
- [~ eth:ethernet
— target:diffserv-target-entry

b B ip:ipv4

-3 ip:ipv6
ﬁ ni:bind-ni-name
b~ [~ interfaces-state

Value

N

i=Legend C‘Rep\ays v Build RPC Clear Values

Operation

BRKDEV-2017

Encoding type:

v ( £ Edit Device ) (Capabilities ) gNMI Operation m Set | Subscribe ) [ prefix path

™ ()
(®) JSON_IETF () JSON () PROTO

Run RPC Cl RPC
O cen e

"path": [
{

"origin": "rfc7951",
"elem": [

{

"name”: "ietf-interfaces:interfaces"

}
]
1

1,
"encoding": "JSON_IETF"

Load Module(s)
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gNMI GET IETF Interfaces Response

Stop Session Session status: running Received bytes of data: 14432

Connecting insecure channel

gNMI GET

path {
origin: "rfc7951"
elem {
name: "ietf-interfaces:interfaces”
}
]

encoding: JSON_IETF

gNMI GET Response

notification {
timestamp: 1661543913969767107
update {
path {
origin: "rfec7951"
elem {
name: "ietf-interfaces:interfaces"”

}
val {
json_ietf val: "{\"interface\":[{\"name\":\"FortyGigabitEthernetl/1/1\",\"type\":\"iana-if-type:ethernetCsmacd\",\"enabled\":true,\"ietf-ip:ipv4\“:{},\"ietf-ip

JSON Decoded

{
"interface": [

{
"name": "FortyGigabitEthernetl/1/1",
"type": "iana-if-type:ethernetCsmacd"”,
"enabled": true,
"ietf-ip:ipvd": {},
"ietf-ip:ipvé": {}

Y

{
"name"”: "FortyGigabitEthernetl/1/2",
"type": "iana-if-type:ethernetCsmacd",
"enabled": true,
"ietf-ip:ipvd": {},
"ietf-ip:ipvé": {}

Y

alualn
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 45 CIsco



gNMI SET OC Hostname

YANG Suite /| gNMI [/ YANG set “" / Modules
e . gRPC Network Management Interface (gNMI) admin @ o o
YAMNG Set  jcohoe-c9300-default-yangset N Module(s) _openconfig-system X | Load Module(s)
Device jcohoe-c9300 W ( £ Edit Device > ( Capabilities > gNMI Operation ( Get EERE Subscribe ) | | Prefix path | |Base64
Origin: Encoding type:
(®) openconfig () RFC 7951 () Module name () Other (@) JSON_IETF () JSON () PROTO () ASCII
Search XPaths C‘,‘IRepIa'_-,fs v Build RPC Clear Values Run RPC(s) A @ Clear RPC(s)
Nodes Value Operation {
4 & openconfig-system "update": [
4 [~ system "ath": {
4-- [~ config "origin": "openconfig",
' ----- ,’ hostname set-by-ys-gnmi ‘ update ~ ?Iem t
I ------ ,’ domain-name "name": "system"
- / login-banner i
b "" motd_ba"ner "name": llconﬁgll
i [y state ]}
’ ----- [=clock 1,
i Thge( e
L= dns val": {
i "jsonletfval": {
- = ntp "hostname": "set-by-ys-gnmi-ansible"
&= grpc-server }
i ----- ssh-server }
I }
[ telnet-server ]
i [ W S, }
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 46
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gNMI Subscribe Cisco native interfaces

YANG Suite / gNMI / YANG set “° |/ Modules

e & ] gRPC Network Management Interface (gNMI) admin @ ° o update {
YANG Set = jcohoe-c9300-default-yangset v Module(s) Cisco-I0S-XE-interfaces-oper x Load Module(s) timestamp: 1663716246800647000
— — update {
Device = jcohoe-c9300 v ( £ Edit Device ) ( Capabilities ) gNMI Operation | Get M || Prefix path path {
(®) STREAM () ONCE () POLL Samte intarval | 30 Origin: ) ) Encoding type: ) i P .. "
() ON_CHANGE (8) SAMPLE () TARGET_DEFINED P () openconfig (®) RFC 7951 () Module name () Other () JSON_IETF () JSON () PROTO () ASCII origin: "rfe7851
Nodes Value Operation { name: "Cisco-I0S-XE-interfaces-oper:interfaces”
i &Ciscu-IOS-XE-inten’aces-oper "subscribe": {
i B interfaces "subscription": [ }
= interface "path": { elem {
L. “origin": "rfc7951", . W
2 "elem": [ name: "interface
interface-type {
- T "name": "Cisco-0S-XE-interfaces-oper:interfaces" }
oper-status {, }
. " vinterface”
— last-change CEcElnie
val
- if-index ] {
phys-address ?,'mode,,_ "SAMPLE" json_ietf wal: "[{\"name\":\"AppGigabitEthernetl/0/1\"
= higher-layer-if "samplelnterval": "?;0000000000" }
lower-layer-if ] }
speed "encoding": "JSON_IETF" }
[ statistics )} 1
= diffserv-info -
JSON Decoded "in-unknown-protos": 0,
"out-octets": 4073505065,
[ "out-unicast-pkts": "35917940",
{ "out-broadcast-pkts": "17172777",

"name”: "AppGigabitEthernetl/0/1", "out-multicast-pkts": "17949523",

"interface-type": "iana-iftype-ethernet-csmacd", "out-discards": "0"
: '

"admin-status": "if-state-up", N "
out-errors”:
"oper-status": "if-oper-state-ready", " " nge
"last-change": "2022-07-26T17:43:57.920000+00:00", FXTPPS '
"if-index": 49, rx-kbps": "0",
"phys-address”: "70:1f:53:9b:0f:a9", "tx-pps": "5",
"speed”: "1000000000", "tx-kbps": "4",
"statistics": { "num-flaps": "0",
"discontinuity-time": "2022-07-26T17:40:57+00:00", "in-crc-errors": "0",
"in-octets": "0",

"in-discards-64": "0",
"in-unicast-pkts": "0"
in-unicast-pkts ' "in-errors-64": "0",
"in-broadcast-pkts": "0", W, wpH
“in-multicast-pkts": "0", in-unknown-protos-64": "0",

"in-discards": 0, "out-octets-64": "4073505065"

"in-errors": 0, b

alualn
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 47 CIsco



gNMI Subscribe OpenConfig interfaces

YANG Suite [ gNMI / YANG set *" / Modules

e © gRPC Network Management Interface (gNMI)

YANG Set = jcohoe-c9300-default-yangset ~ Module(s)

| openconfig-interfaces |

Device | jcohoe-c9300

v ‘ (" & EditDevice ) ( Capabilities ) 9NMIOperation ( _Get M [ Prefix path

(®) STREAM () ONCE () POLL
() ON_CHANGE (®) SAMPLE () TARGET_DEFINED

Encoding type: ) ) )
@ JSON_IETF () JSON () PROTO () ASCII

Sample interval

Search XPaths CReplays ~ Build RPC Clear Values

Nodes Value
4 & openconfig-interfaces
lEt,- interfaces

i I= interface

/3 name
B config
B state

[ subinterfaces
- oc-eth:ethernet
[ oc-lag:aggregation
[ oc-vlan:routed-vian
- [ hold-time

© 2025 Cisco and/or its affiliates. All rights reserved.

20 Origin: .

(®) Openconfig () RFC 7951 () Module name () Other

Operation {
"subscribe”: {
"subscription": [

": "openconfig”,

"name": "interfaces”

"name": "interface”

]

L
"mode™: "SAMPLE",
"samplelnterval™: "30000000000"

L
"encoding": "JSON_IETF"
}

i @ © @
Load Module(s)

RunRPC(s) | @ Clear RPC(s)

BRKDEV-2017

update {

timestamp: 16637T163B0431805000
update {
path {
origin: "openconfig”
elem {
name: "interfaces”
}
elem {

name: "interface"

val | J50N Decoded
json_ietf wval ===z========
- - [
¥ ¢
} "name"”: "FortyGigabitEthernetl/1/1",

"config": {
"FortyGigabitEthernetl/1/1",
"type": "iana-if-type:ethernetCsmacd”,

"enabled": true

be

"FortyGigabitEthernecl/1/1",

: "iana-if-type:ethernstCamacd”,
"enabled": true,

"ifindex": 45,

"admin-status”: "UP",
"oper-status”: "NOT_PRESENT",
"last-change™: "1658857381366000000",
"counters®: {
"in-octets”: "0",
"in-unicast-pkts": "07,
"in-broadcast-pkts”: "0",
“ip-multicast-pkts”: "0",

"in-discards": "07,
"in-errors”: "0",
"in-unknown-protes”: "0",
"in-fes-errorsT: "0",
“out-octets": @',
"put-unicast-pkts": "0",
"put-broadcast-pkts": "07,
“put-multicast-pkts": "07,
“put-discards": "0",

“out-errcrs”: "0,

"last-clear™: "16588572570000000007
be
"opencenfig-platform-port:hardware-port”:

be

"FortyGigabitEthernetl/1/1"

48
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Telemetry

gNMI on-change




Peri

Previously, we supported yang-notification on NETCONF, gRPC and a

odic vs. on-change

selection of gNMI for on-change telemetry subscriptions. This allows us to
receive a notification each time there is a modification to the current device

config

© 2025 Cisco an

Publication options

Periodic On-Change

t t t t t t t t t t t t t t

Feature Model “Periodic” Notifications Feature Model “On-Change” Notifications
Time based publication Event Notifications (failed login, optic fault, etc)
Minimum interval 100 centiseconds (1s) State and Configuration

d/or its affiliates. All rights reserved. BRKDEV-2017
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gNMI on-change

The Update Trigger of “On-Change” is supported for gNMI

with specific xpaths

Query the MDT-Capabilities-Oper.yang to understand

which xpaths are supported

YANG Suite / gNMI / YANG set “" / Modules

e © gRPC Network Management Interface (gNMI)

openconfig-platform X

Y-

YANG Set  1712-¢9300 Module(s) Load Module(s)
Device = jcohoe-c9300-2 £ Edit Device Capabilities gNMI Operation ( _Get w Prefix path
STREAM ONCE POLL Sample interval Origin: Encoding type:
ON_CHANGE SAMPLE TARGET_DEFINED ample Intenvs Openconfig RFC 7951 Module name Other JSON_IETF JSON PROTO ASCII
Search XPaths C'Replays Build RPC Clear Values [ Run RPCS) - Clear RPC(s)
Nodes Value Operation
= N "subscribe": {
4-- &, openconfig-platform *subscription™ [
a components
P component
# name
conng "name": "components"
state I3
5 {
proparties "name": "component”
subcomponents I3
c {
chassis "name": "power-supply"
port L
NEr-s \ {
power-supply "name": "state"
; config }
. state \]
oc-platform-psu:enabled "mode": "ON_CHANGE"
oc-platform-psu:capacity ] }
oc-platform-psu:input-current "encoding": "JSON_IETF"
oc-platform-psu:input-voltage }"
oc-platform-psu:output-current
oc-platform-psu:output-voltage
ae-nlatfarm-nai-autnit-nower =

© 2025 Cisco and/or its affiliates. All rights reserved.

17.6+
17.10+

Processing returns...

JSON Decoded

{

"openconfig-platform-psu:enabled”: "false"
}
¥path/Value

[{ 'datatype': 'key',
'value': 'PowerSupplyl/B',
"xpath': '/openconfig-platform:components/component/name'}]

JCOHOE-C9300-2#sh tel ie sub 2147483649 detail
Telemetry subscription detail:

Subscription ID: 2147483649
Type: Dynamic
State: Valid
Stream: yang-push
Filter:
Filter type: xpath
XPath: /oc-platform:components/component/power-supply/state
Update policy:
Update Trigger: on-change
Synch on start: Yes
Dampening period: @
Encoding: encode-kvgpb
Source VRF:
Source Address:
Notes: Subscription validated

Legacy Receivers:

Protocol Protocol Profile

|||||l|l|
51 Cisco


https://github.com/jeremycohoe/cisco-ios-xe-mdt/blob/master/mdt-capabilities-c9300-1710.xml
https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/17101/Cisco-IOS-XE-mdt-capabilities-oper.yang
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1710/b_1710_programmability_cg/m_1710_prog_ietf_telemetry.html#id_114707

gNMI - STREAM subscriptions with on_change

* Previously the gNMI SUBSCRIBE operation supported only a very few on-change models
 Now gNMI on-change subscribe supports the same Xpaths as NETCONF and gRPC.

gNMI Steam Sample (periodic) <17.14

gNMI Stream on-change 17.14

YANG Suite / gNMI / YANG set " / Modules.

YANG Suite / gNMI / YANG set “" / Modules

e e gRPC Network Management Interface (gNMI)

e (] gRPC Network Management Interface (gNMI)

YANG Set  jcohoe-c9300-default-yangset v (s)

| Cisco-10S-XE-interfaces-oper x | ‘

Device jcohoe-c9300

(®) STREAM () ONGE ()P

- - Sample interval 30
() ON_CHANGE (@) SamPLE i~

TARGET_DEFINED

cRepIays v Build RPC Clear Values

A

Search XPathz i=Llegend

oper-status
last-change

if-index

|

|

i

|

L phys-address
L higher-layer-if
! = lower-layer-if
! speed

}‘— = statistics

- i= diffserv-info

v (%3 editbevice ) ([ Capabilies ) 9NMIOperation ( _Get M [ | Prefix path

L Origin:
) Openconfig (8) RFC 7951

Encoding type:

© 2025 Cisco and/or its affiliates. All rights reserved.

Value Operation
-interfaces-oper {
aces ] "subscribe": {
nterface "subscription": [
name
ol et "path": {
SRBIEERAVES) "origin": "rfc7951",
admin-status "elem": [

"name": "Cisco-10S-XE-interfaces-oper:interfaces"

{

"name": "interface"

1

h
"mode": "SAMPLE",
"samplelnterval™: "30000000000"

1
"encoding": "JSON_IETF"

() Module name () Other  (8) JSON_IETF () JSON () PROTO () ASCII

A ® Clear RPC(s)

YY)
YANG Set  1714eft-default-yangset
Load Module(s)
Device  1714EFT

@) ON_CHANGE (

rch XPaths

4 &, Cisco-I0S-XE-interfaces-oper

. rfaces

interface

Fname

interface-type
admin-status
oper-status
last-change
if-index
phys-address
higher-layer-if
lower-layer-if
speed

[ statistics

= diffserv-info

rf
ipva
ipv4-subnet-mask
description

mtu

) TARGET_DEFINED

Value

Module(s) | Cisco-I0S-XE-interfaces-oper x

——
X Edit Device ) ( Capabilities )
\ )

Sample interval

gNMI Operation

Origin:

Prefix path

Encoding type:

) Openconfig (®) RFC 7951 (_) Module name (_) Other  (®) JSON_IETF () JSON () PROTO (

Operation

Run RPC(s) © clear RPC(s)

"origin”; "rfc7951"
h
"subscription": [

{

"path": {
"elem”: [
{

“"name": "Cisco-10S-XE-interfaces-oper:interfaces"
"name": "interface”

1
b
"mode": "ON_CHANGE"
)

1
“encoding”: "JSON_IETF"
)

o @ @ @
Load Module(s)

AsCIl
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iIsco-10S-XE-mdt-capabilities-oper

Details about both on-change and periodic subscription
support is detailed in this data model

Module Cisco-10S-XE-mdt-capabilities-oper

Revision 2022-11-01

Revision Info Update yang-version to 1.1

Description This module contains a collection of YANG definitions

for advertising the notification capabilities of the

system with respect to streaming telemetry on the YANG-Push
stream.

Capabilities can be specified at the system level, or

for specific nodes (and their children) of a specific datastore.
Capabilities specified on a per-node basis override the system
level capabilities.

Capabilities can also vary by the transport that is used to
subscribe for notifications. A node may support a particular
capability in general, but also have transport-specific
exceptions.

If the user wishes to find the value of a capability for a
particular node, they should:

1) Search for the desired datastore in the
mdt-datastore-capabilities list.

2) If an entry is found, search for the desired transport in

the mdt-transport-capabilities list (if the transport-specific
capabilities are desired). If the transport is found, iterate
through the per-node-capabilities entries for the transport,
in the order they appear in the list. The first entry that has

an "is-valid" leaf for the capability, and has a filter

selecting the desired node, specifies the capability value.

3) If the capability is not found for the transport (or if the
transport-independent capabilities are desired), iterate through
the per-node-capabilities list for the datastore, in the same
manner as in step 2.

4) If the capability value is not found, use the system-level
value for the capability, if it has an "is-valid" leaf.

5) If the capability is not found in the previous steps, then the
system does not specify a value for that capability.

Copyright (c) 2021-2022 by Cisco Systems, Inc.

All rights reserved.

© 2025 Cisco and/or its affiliates. All rights reserved.

JSON Decoded

"mdt-system": {
"sub-caps": {
"periodic-is-valid": [
null
1r
"on-change-is-valid": [

null
1,
"periodic-supported": "mdt-cap-notif-config mdt-cap-notif-state”,
"on-change-supported": [
null
1
T
"mdt-datastore": [
{
"datastore": "mdt-cap-ds-running”,
"mdt-per-node": [
{
"index": 3,
"sub-caps": {
"on-change-is-valid": [
null
1.
"on-change-supported": "mdt-cap-notif-config mdt-cap-notif-state"”
I
"xpath": "/xcvr-ios-xe-oper:transceiver-oper-data"
Y
{

"index": 54,
"sub-caps": {
"on-change-is-valid":
null
1.
"on-change-supported":

[

"mdt-cap-notif-config mdt-cap-notif-state"

BRKDEV-2017

b & Cisco-10S-XE-mdt-capabilities-oper

JF:*'- mdt-system
4--[= sub-caps
periodic-is-valid

------ on-change-is-valid
------ &4 periodic-supported
------ #4 on-change-supported

b

----- — mdt-datastore
------ » datastore

— mdt-per-node

» index

4=, sub-caps

' periodic-is-valid
on-change-is-valid

periodic-supported
@ on-change-supported

4. & filter-type-choice

xpath

— mdt-transport

’transporl

:= mdt-transport-per-node

------ » index

4-- [~ sub-caps
periodic-is-valid

on-change-is-valid
[ periodic-supported
------- & on-change-supported

xpath alal
CIsco


https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/17111/Cisco-IOS-XE-mdt-capabilities-oper.yang

Cisco-10S-XE-mdt-capabilities-oper

Example of reading the model to see data about support for both on-change and periodic subscriptions

Select a YANG set 176 N

o Icon legend

i & Cisco-10S-XE-mdt-capabilities-oper
i [= mdt-capabilities-oper-data
4-- [ mdt-system
4-[= sub-caps
& periodic-is-valid
& on-change-is-valid
g periodic-supported
g on-change-supported
4-- 1= mdt-datastore
#dstastore
= mdt-per-node
-z index
4--[= sub-caps
~ /2 periodic-is-valid
~ /& on-change-is-valid
g periodic-supported
z on-change-supported
4. & filter-type-choice
4-. =3 sub-filter-type-xpath
”Xpalh
- i= mdt-transport
- /g transport
4. v= mdt-transport-per-node
- /g index
4-- [ sub-caps
— & periodic-is-valid
- /& on-change-is-valid
z periodic-supported
z on-change-supported
- & filter-type-choice
4- 3 sub-filter-type-xpath

/& xpath

© 2025 Cisco and/or its affiliates. All rights reserved.

YANG Suite / NETCONF / YANG set “17 14eft-default-yangset” / Modules

© © ncrconr

YANG Set = 1714eft-default-yangset ~ Module(s)

NETCONF Operation  get ~  Device 1714EFT v £ cdit Device ) Open Device Window
£ vANG Treev RPC Options... <> Build RPC O runre

| Cisco-10S-XE-mdt-capabilities-oper % |

Nodes Value
L& Cisco-l0S-XE-mdt-capabilities-oper
i [~=ymdt-capabilities-oper-data
3—§mdt-system ©Opresence
+-[~=,sub-caps

L. =/ periodic-is-valid
zon-changa-is-valid
-gperiadic -supported

= #on-change-suppomad

(e

mdt-datastore
- /pdatastore
= mdt-per-node
‘ ;—— zlndex
i #-Bsub-caps
{ ! & filter-type-choice
L:Emdt-'ranspon
!— g transport
4-1= mdt-transport-per-node
iL ‘index
:thub-caps

i
| Zperiodic-is-valid

. ﬂon-change-ls-valld
' -ﬁperlodlc-supported
i L~~”on—char\ge-sm:;pc:rted
a é filter-type-choice
4= sub-filter-type-xpath

5 "xpath

il
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Xpaths supported with mdt-capabilities-oper
NETCONF, gRPC and gNMI now have Xpath feature parity for

on-change subscriptions

10. Telemetry

4 &Cisco—IDS—XE—sttch—mp—oper
4 [~ switch-ptp-oper-data
] == switch-ptp-clock-data
switch-ptp-ucast-data
switch-ptp-port-data

= switch-ptp-parent-data
[~ switch-ptp-correction-data /
Name switch-ptp-oper-data
Nodetype container
Description PTP (Precision Time Protocol) operational data
Module Cisco-10S-XE-switch-ptp-oper
Revision 2023-03-01
Xpath /switch-ptp-oper-data
Prefix switch-ptp-ios-xe-oper
Namespace http://cisco.com/ns/yang/Cisco-10S-XE-switch-ptp-oper

Schema Node Id  /switch-ptp-oper-data
Access read-only
Operations = "get"

© 2025 Cisco and/or its affiliates. All rights reserved.

1. Transceiver 14.DNS

2. VLAN 15.CDP

3. Trustsec 16.Boot

4. TCAM 17.Breakout Port
5. PTP 18. AppHosting
6. Stacking

7. POE

8. Platform components

9. PSU State

4+ &8, Cisco-10S-XE-cdp-oper

4. [~ecdp-neighbor-details
4 2= cdp-neighbor-detail
pdevice-id
device-name
local-intf-name

YANG Suite

Name cdp-neighbor-details

Nodetype container

Description Cisco CDP neighbor operational data

Module Cisco-10S-XE-cdp-oper

Revision 2023-11-01

Xpath /cdp-neighbor-details

Prefix cdp-ios-xe-oper

Namespace http://cisco.com/ns/yang/Cisco-10S-XE-cdp-oper

Schema Node Id fedp-neighbor-details
Access read-only

Operations * "get"

No on-change support for OpenConfig models over NETCONF

CONOOORWN =

/app-hosting-ios-xe-cfg:app-hosting-cfg-data
/app-hosting-ios-xe-oper:app-hosting-oper-data
/bc-port-ios-xe-oper:breakout-port-oper-data
/boot-integrity-ios-xe-oper:boot-integrity-oper-data
/cdp-ios-xe-oper:cdp-neighbor-details
/dns-ios-xe-oper:dns-oper-data
/ha-ios-xe-oper:ha-oper-data
/interfaces-ios-xe-oper:interfaces/interface
/interfaces-ios-xe-oper:interfaces/interface/diffserv-info

. /interfaces-ios-xe-oper:interfaces/interface/lag-aggregate-state
. /linecard-ios-xe-oper:linecard-oper-data

. /mdt-cfg:mdt-config-data

. /mdt-oper-v2:mdt-oper-v2-data

. /meraki-connect-ios-xe-oper:meraki-connect-oper-data
’ 17.10+

. /platform-ios-xe-oper.components

. /poe-ios-xe-oper:poe-oper-data

. [stacking-ios-xe-oper:stacking-oper-data

. [switch-ptp-ios-xe-oper:switch-ptp-oper-data

. /[tcam-ios-xe-oper:tcam-details - Deprecated

. [trustsec-ios-xe-oper:trustsec-state/cts-rolebased-sgtmaps
. [trustsec-ios-xe-oper:trustsec-state/cts-sxp-connections

. /vlan-ios-xe-oper:vians

. /xcvr-ios-xe-oper:transceiver-oper-data
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gNMI on-change example - interfaces-oper lzsle

YANG Suite / gNMI / YANG set “” / Modules

e @ gRPC Network Management Interface (gNMI) admin @ ° °

YANG Set  1714eft-default-yangset Module(s) | LC!scezlQS-XExintarfacesopan Load Module(s)

Device 1714EFT ( ¢ Edit Device ) ' Capabilities B gNMI Operation ( Get W Prefix path
STREAM ONCE POLL . Origin: Encoding type:
Sample interval
ON CHANGE SAMPLE TARGET DEFINED Openconfig RFC 7951 Module name Other JSON_IETF JSON PROTO ASCII
Search XPaths £=|egend c Replays v Build RPC Clear Values Run RPC(s) ® Clear RPC(s)
Nodes Value Operation {
) cro-1OS-XE i me "subscribe": {
4 %Cubcu |0S-XE-interfaces-oper “orefix: {
4 interfaces (V] "origin": "rfc7951"
4 interface '
= fntertace g "subscription": [
'HEHY'I(-E {
§ interface-type "path": {
i ) "elem": [
} admin-status { - — -
i cr 0 2147, q o
: oper-status "name": "Cisco-10S-XE-interfaces-oper:interfaces" cmet etf subscription 2147 9 detail
! } ption detail:
! last-change ('
if-index "name": "interface"
! phys-address ]}
higher-layer-if .}. L . ) Stream: yang-push
lower-layer-if ) mode": "ON_CHANGE Filt
speed ] Filter type: xpath
| statistics "encoding": "JSON_IETF" XPath i faces-ios-xe-oper:interfaces/interface
{ - } Update policy:
- diffserv-info } Update Tri
vrf nch on
ipva mpening
. Encoding:
ipv4-subnet-mask
description ource
mtu Notes

Named Rec
Name 5 e Change Explanation

|||l|l|l|
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gNOl
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gNOI - gRPC Network Operations Interface

1. gRPC Network Operations Interface, or gNOlI, is a set of gRPC-based microservices,
used for executing operational commands on network devices

2. gNOIl operations are executed against the gNMI API interface

3. gNOl is defined and implemented on a per proto basis

4. There are many protos defined - some are more mature and evolve and different pace
Protobuf RPC Use Related CLI Release
Cert.proto TLS Certificate management crypto pki ...

Os.proto Network Operating System management install add file ...

Reset.proto Factory Reset and secure wipe write erase ...

File.proto Not implemented on IOS XE, use YANG copy, delete N/A
System.proto Not implemented on IOS XE, use YANG reload, set boot N/A

https://qithub.com/openconfi noi

https://qgithub.com/jeremycohoe/cisco-catalyst-gnoi-reset.proto Factory Reset APl Lab Guide
https://qgithub.com/jeremycohoe/cisco-catalyst-gnoi-cert.proto Certificate Management APl Lab Guide
https://www.youtube.com/watch?v=cGxgBAlefOQ GNOI OS.proto - Operating System APl demo

alualn
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https://github.com/openconfig/gnoi
https://github.com/jeremycohoe/cisco-catalyst-gnoi-reset.proto
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gNOI os.proto - Operating System API 17.5

OS installation, activation, and verification API gNOI OS Client

https://aithub.com/google/anxi/tree/master/gnoi QS #sm'eshel biner that performs 03 clent operations against 2 gNOl target.
gNOI OS Client Operations

gNOlI defines a set of gRPC-based microservices for executing

operational commands on network devices. OS Install, Activate,

and Verification are defined and addressed here:

https://github.com/openconfig/gnoi/blob/master/os/0s.proto

* —op install installs the provided OS image onto the target.
s —op activate tells the target to boot into the specified OS version on next reboot.

* —op verify verifies the version of the OS currently running on the target.
Install

The OS service provides an interface for OS installation on a Target. 4o get github. con/googLe/gnL/gnod o8
The Client progresses through 3 RPCs: 90 Anstatl github. con/google/gnic/gnod_os
1) Installation - provide the Target with the OS package.
2) Activation - activate an installed OS package.

3) Verification - verify the installed and activated version ./gnoi_os \

-target_addr localhost:9339 \
= - —-target_name target.com \
n —

Additional CLI: show gnxi os

_—— -key client.key \
- - " 5 -cert client.crt \
C9300#show gnxl os ¥ ~version 1.1 \
-0s myosfile.img \
-op install | activate | verify

Run

activate 05 activate operations
detail Detailed overview of 05 operations

install 05 install operations

tnternal - fnternal 05 commands Bundle mode will be converted to Install at reboot

summary  Summary of 05 operations

ol I Il I [N
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https://github.com/openconfig/gnoi/blob/master/os/os.proto
https://github.com/google/gnxi/tree/master/gnoi_os

GNOI OS.proto demo

ent.crt -ca ./rootCA.pem -key ./rootCA.key -version 17.06.01.0.135639.1618187331 -time_out 999s -

boot/cat9k_iosxe.17.06.01-20210411.bin

jcohoe@jcohoe-ubuntul8-lab:~% cd ~/certs-jcohoe-c9300-2/ ; gnoi_os -insecure -target_addr 10.85.134.92:9 op install -target_name c93@@ -alsologtostderr -cert ./cli

jcohoe@jcohoe-ubuntul8-lab: $ cd
jcohoe®jcohoe-ubuntul8-lab:~$%

jcohoe®jcohoe-ubuntul8-lab:~$ cd ~/certs-jcohoe-c9300-2/ ; gnoi_os -insecure -target_addr 1@.85.134.92: op activate -target_name c930@ -alsologtostderr -cert ./cl
ient.crt -ca ./rootCA.pem -key ./rootCA.key -version 17.06.01.0.135639.1618187331 -time_out 999s -

jcohoe®jcohoe-ubuntul8-lab: $
jcohoe@jcohoe-ubuntul8-lab:
tostderr -cert ./client.crt -ca ./rootCA.pem -key ./rootCA.key

pboot/cat9k_iosxe.17.06.01-20210411.bin

$ cd ~/certs-jcohoe-c9300-2/ ; gnoi_os -insecure -target_addr 10.85.134.92:9 op verify -target_name c930@ -alsolog

10418 11:57:10.555504 29388 gnoi_os.go:98] Running 0S version: 17.06.01.0.135639.1618187331

jcohoe@jcohoe-ubuntul8-lab: Y |

¥ telnet

C9300#

© 2025 Cisco and/or its affiliates. All rights reserved.

*Apr 18 18:29:46.613: ¥INSTALL-5-INSTALL_START_INFO: Switch 1 R@/@: install_engine: Started install remove

*Apr 18 18:32:09.394: ¥PLATFORM_FEP-1-FRU_PS_ACCESS: Switch 1: power supply A is not responding

*Apr 18 18:32:11.246: ¥INSTALL-5-INSTALL_COMPLETED_INFO: Switch 1 R@/@: install_engine: Completed install remove

*Apr 18 18:35:24,621: ¥INSTALL-5-INSTALL_START_INFO: Switch 1 R@/@: install_engine: Started install add flash:gNOI_iosxe_17.06.01.0.135639.1618187331.bin

*Apr 14: ¥INSTALL-5-INSTALL_COMPLETED_INFO: Switch 1 R@/@: install_engine: Completed install add PACKAGE flash:gNOI_iosxe_17.06.01.0.135639.1618187331.bin
*Apr 18 18:38:58.711: ¥ISSU-3-ISSU_COMP_CHECK_FAILED: Switch 1 R@/@: install_engine: ISSU compatibility check failed for 17.06.01.0.135639

C9300#

Co300e#

*Apr lﬁ: %INSTALL-5-INSTALL_START_INFO: Switch 1 R@/@: install_engine: Started install activate

*Apr 18 18:44:28.008: ¥INSTALL-5-INSTALL_AUTO_ABORT_TIMER_PROGRESS: Switch 1 R@/@: install_mgr: Install auto abort timer will expire in 720@ seconds

C9300@#show gnxi os summary

Mode: Install Mode

Current Operation: No operation in progress

No image has been added as Inactive

Current Activated Version: 17.05.01.0.144.1617180620

C9300#show gnxi os summary

Verify:

alsologtostderr -cert ./client.crt -ca ./rootCA.pem -key ./rootCA.key
Running OS version: 17.05.01.0.144.1617180620
Install:

999s -os /tftpboot/cat9k_iosxe.17.06.01-20210411.bin
Activate:

Mode: Install Mode

Current Operation: No operation in progress

No image has been added as Inactive

Current Activated Version: 17.06.01.0.135639.1618187331
Last Executed RPC: Verify, Success

Demo video on YouTube

999s -os /tftpboot/cat9k_iosxe.17.06.01-20210411.bin

Verify:
Running OS version: 17.06.01.0.135639.1618187331
show CLI: show gnxi os summary

BRKDEV-2017
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cd ~/certs-jcohoe-c9300-2/ ; gnoi_os -insecure -target_addr 10.85.134.92:9339 -op verify -target_name c9300 -

cd ~/certs-jcohoe-c9300-2/ ; gnoi_os -insecure -target_addr 10.85.134.92:9339 -op install -target_name c9300 -
alsologtostderr -cert ./client.crt -ca ./rootCA.pem -key ./rootCA.key -version 17.06.01.0.135639.1618187331 -time_out

cd ~/certs-jcohoe-c9300-2/ ; gnoi_os -insecure -target_addr 10.85.134.92:9339 -op activate -target_name c9300 -
alsologtostderr -cert ./client.crt -ca ./rootCA.pem -key ./rootCA.key -version 17.06.01.0.135639.1618187331 -time_out

|||||l|l|
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gNOlI cert.proto - “Certificate Management API” 7S

Described at https://qithub.com/openconfig/gnoi/blob/master/cert/cert.proto
“This file defines the gNOI API to be used for certificate installation and rotation”

gRPC Network Operations Interface (gNOI) defines a set of gRPC-based microservices for executing
operational commands on network devices.

The Certificate Management Service primarily exports two main RPCs, Install and Rotate, that are
used for the installation of new certificates, and rotation of existing certificates on a device

Supported operations are provision, install, rotate, revoke, get, and check

Tooling is used to install the certificates
onto the network device
This can be used instead of “crypto pki”
CLI or “Cisco-10S-XE-crypto-RPC.YANG”

|

LD
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https://github.com/openconfig/gnoi/blob/master/cert/cert.proto

Install certificate for gNMI

gnoi_cert -insecure -target_addr 10.1.1.5:9339 -op provision -target_name c9300 -alsologtostderr -
organization "jcohoe org" -ip_address 10.1.1.5 -time_out=10s -min_key_size=2048 -cert_id gnxi-cert -
state BC -country CA -ca ./rootCA.pem -ca_key ./rootCA.key

auto@automation: $ gnoi_cert -insecure -target_addr 10.1.1.5:9339 -op provision -ca ./rootCA.pem -key ./rootCA.key -target_name c9300 -al
sologtostderr -organization "jcohoe org" -ip_address 10.1.1.5 -time_out=10s -min_key_size=2048 -cert_id gnxi-cert -state BC -country CA -ca_key ./rootCA
.key

10917 15:25:28.969060 17154 gnoi_cert.go:161] Install success
auto@automation: $

The gNMI service is restarted as the new certificate is applied

: ¥PKI-6-TRUSTPOINT_CREATE: Trustpoint: gnxi-cert created succesfully

: ¥PKI-4-NOAUTOSAVE: Configuration was modified. Issue "write memory" to save new certificate

: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named gnxi-cert has been generated or imported by crypto-engine

: ¥PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new I0S PKI configuration

¢ %PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write memory" to save new I0S PKI configuration

: %SYS-5-CONFIG_P: Configured programmatically by process iosp_vty_100001_gnmib_fd_238 from console as NETCONF on vty4294967295
: %¥SYS-5-CONFIG_P: Configured programmatically by process iosp_vty_100001_gnmib_fd_238 from console as NETCONF on vty4294967295

: %¥SYS-5-CONFIG_P: Configured programmatically by process iosp_vty_100001_gnmib_fd_238 from console as NETCONF on vty4294967295
: %PKI-6-TRUSTPOOL_DOWNLOAD_SUCCESS: Trustpool Download is successful

: %PKI-4-NOAUTOSAVE: Configuration was modified. Issue "write memory" to save new certificate

: %GNMIB-5-SRV_OPER_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] operational status: DOWN

: %GNMIB-5-SRV_ADMIN_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] administrative state: DISABLED

: %GNMIB-5-SRV_ADMIN_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] administrative state: ENABLED

: %GNMIB-5-SRV_OPER_SCN: Switch 1 R@/@: gnmib: Component [ gnmi::broker ] operational status: UPI

N
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gNOIl cert.proto demo

Device has no previous gNXI configuration or certificates
Enable gNMI and secure-init to create certificates

Send the gNMI certificate to the device

Send another certificate to the device for secure telemetry
Check with the GET operation that both certificates are installed

o ~ b=
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C930@#show run | i gnmi

(930@#show run | i gnxi

(9300#show crypto pki trustpoints | i Tr
Trustpoint SLA-TrustPoint:

Trustpoint TP-self-signed-2903776758:
Trustpoint CISCO_IDEVID_S|JDI_LEGACY:
Trustpoint CISCO_IDEVID_SUDI_LEGACY@:
Trustpoint CISCO_IDEVID_SUDI:

Trustpoint CISCO_IDEVID_SUDI®:

93004
93004

al auto /gnmi_s sh)
auto@automation:~/gnmi_ss1$ []
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gNOIl reset.proto 17.7

Factory reset using a single API call is used as part of RMA, re-provisioning, security, and ZTP workflows for
automation

This gNOI APl is described at https://github.com/openconfig/gnoi/blob/master/factory reset

with tooling from https://github.com/google/gnxi/tree/master/gnoi reset

« gNOI defines a set of gRPC-based microservices for executing operational commands on
network devices. Reset has support for the start RPC operation which programmatically uses
the “factory-reset all” or “factory-reset switch all all” for stacks

« The feature is supported when the device is installed using install mode and not when using
the legacy bundle mode. During the factory reset operation the current operating system
image files are used to boot the device with after the operation completes

« Secure write of the disks with zero’s is an optional and supported security feature when the
“zero_fill” option and configuration flag is used
« Zero fill supported on the following platforms: C9300, C9400, C9500, C9500/H*, C9800

* zero fill on C9500/H post 17.7.1

ol I Il I [
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https://github.com/openconfig/gnoi/blob/master/factory_reset/
https://github.com/google/gnxi/tree/master/gnoi_reset

gNOl reset.proto - tooling

17.7

https://qithub.com/gooaqgle/anxi/tree/master/gnoi reset

Similar to previous gNOI implementations the recommended
tooling is gnoi_reset from Google’s gNxl Github repository

show gnxi state detail

Cert Management service

Admin state: Enabled
Oper status: Up

0S Image service
Admin state: Enabled

Oper status: Up
Supported: Supported

Factory Reset service

Admin state: Enabled
Oper status: Up
Supported: Supported

© 2025 Cisco and/or its affiliates. All rights reserved.

Run

./gnoi_reset \
—target_addr localhost:9339 \
-target_name target.com %\
-rollback_os \
—zero_fill \
—key client.key \
—cert client.crt \
—ca ca.crt

gNOI Factory Reset Client
A simple shell binary that performs Factory Reset operations against a gNOI target. The target will then enter bootstrapping mode.

gNOI Factory Reset Options

e -rollback_os will attempt to roll back the OS to the factory version and reset all certificates on the target.

s -—zero_fill will attempt to zero fill the Target's persistent storage.

Install

go get github.com/google/gnxi/gnoi_reset
go install github.com/google/gnxi/gnoi_reset

auto@pod24-xelab:~% go get github.com/google/gnxi/gnoi_reset
auto@pod24-xelab:~% go install github.com/google/gnxi/gnoi_reset

auto@pod24-xelab:~$ gnoi_reset
F1012 14:44:19.032795 2715507 credentials.go:136] Please provide a -target_name

go get github.com/google/gnxi/gnoi_reset

go install github.com/google/gnxi/gnoi_reset
auto@pod24-xelab:~$ gnoi_reset

F1012 14:44:19.032795 2715507] Please provide a -target_name

BRKDEV-2017 69 Cisco


https://github.com/google/gnxi/tree/master/gnoi_reset

gNOIl reset.proto example - zero fill

auto@pod24-xelab:~$ ./gnoi_reset -target_addr 10.1.1.5:50052 -target_name c9300 -notls -zero_fill
11014 11:53:15.248633 2761247 gnoi_reset.go:59] Reset Called Successfully!

auto@pod24-xelab:~$ ./gnoi_reset -target_addr 10.1.1.5:50052 -target_name dd -notls -zero_fill
11014 11:53:15.248633 2761247 gnoi_reset.go:59] Reset Called Successfully!

auto@pod24-xelab:~$ I

¥ auto@pod24-xelab: ~ (ssh)

C93004#

Chassis 1 reloading, reason - Factory Reset
Oct 14 11:50:31.175: %PMAN-5-EXITACTION: F@/@: pvp: Process manager is exiting: reload fp action requested

Oct 14 11:50:32.839: ¥PMAN-5-EXITACTION: R@/@: pvp: Pger is exiting: rp processes exit with reload switch code

Enabling factory reset for this reload cycle
Switch booted with flash:packages.conf

Switch booted via packages.

FACTORY-RESET-RESTORE-IMAGE
FACTORY-RESET-RESTORE-IMAGE
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image
factory-reset-restore-image

conf

Taking backup of flash:packages.conf
Searching for packages.conf on flash

taking a backup of packages.conf from flash
cat9k-cc_srdriver.BLD_V177_THROTTLE_LATEST_20210929_030812_V17_7_0_106_2.5SA.pkg to /tmp/factory_reset
cat9k-espbase.BLD_V177_THROTTLE_LATEST_20210929_030812_V17_7_0_106_2.55A.pkg to /tmp/factory_reset
cat9k-guestshell .BLD_V177_THROTTLE_LATEST_20210929_030812_V17_7_0_106_2.55A.pkg to /tmp/factory_reset
cat9k-rpbase.BLD_V177_THROTTLE_LATEST_20210929_030812_V17_7_0_106_2.SSA.pkg to /tmp/factory_reset
cat9k-sipbase.BLD_V177_THROTTLE_LATEST_20210929_030812_V17_7_0_106_2.SSA.pkg to /tmp/factory_reset
cat9k-sipspa.BLD_V177_THROTTLE_LATEST_20210929_030812_V17_7_0_106_2.SSA.pkg to /tmp/factory_reset
cat9k-srdriver.BLD_V177_THROTTLE_LATEST_2@210929_030812_V17_7_@_106_2.S5SA.pkg to /tmp/factory_reset
cat9k-webui.BLD_V177_THROTTLE_LATEST_2021@929_030812_V17_7_0_106_2.SSA.pkg to /tmp/factory_reset
cat9k-wlc.BLD_V177_THROTTLE_LATEST_20210929_030812_V17_7_0_106_2.55A.pkg to /tmp/factory_reset
cat9k-rpboot.BLD_V177_THROTTLE_LATEST_20210929_030812_V17_7_@_106_2.55A.pkg to /tmp/factory_reset
packages.conf to /tmp/factory_reset

copying
copying
copying
copying
copying
copying
copying
copying
copying
copying
copying

% FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting

FACTORYRESET - Cleaning Up sdl [@]
FACTORYRESET - erase In progress..
FACTORYRESET - write zero.

sdl

FACTORYRESET finish erase

please wait for completion...

FACTORYRESET - Making File System sdl [@]
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gRPC Tunnel

gNMI tunnel.proto




gRPC tunnel

“grpctunnel is an implementation of a TCP-over-gRPC tunnel”
It is very similar to the commonly used “SSH tunnel” concept o
https://qithub.com/openconfig/grpctunnel

Cisco 10S XE Network Device Collector

e The devices makes a secure outbound
connection to the gRPC tunnel server in = gNMI Client
gNMI g core
order to expose the gNMI API for
« Many devices can connect into a single
tunnel server in order to increase
Tunnel Client
 Tunnels can be opened.to any nl_meer of -
servers as needed and is not limited to a

operational use —
Sockets
Port
operational efficiency
single tunnel

Tunnel Server

Inside Outside alvaln
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https://github.com/openconfig/grpctunnel

gRPC tunnel

£

Register Stream
Tunnel Streams

Tunnel Server

Tunnel Client

. B
e T

T
Firewall / Router

P
G

Configuration and Operation

lllllli%ﬂiaﬁgaiﬂiilllll
SNMP
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gRPC Client ORPC Request @

Firewall / Router

gRPC Server

gRPC Dial-Out has seen wide adoption because of the
dial-out architecture. gNMI Subscribe has advantages
and now also supports Dial-Out with the “grpc tunnel”

proto. The grpctunnel tooling is an implementation of a
TCP-over-gRPC tunnel, written in Go.

Customer request: “to create a transparent, bi-
directional TCP-over-gRPC tunnel supporting gNMI

services and other potential protocols such as gNOI in
the future”

gNMI Subscribe is sent within the gNMI tunnel to the
device as well as all other operations including GET /
SET and gNOI proto for certificate, reset, and
operating system management

h ://aithub.com nconfi r
https://qithub.com/openconfi

nnel/bl m r/pr nnel
rpctunnel

nnel.pr

il
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https://github.com/openconfig/grpctunnel/blob/master/proto/tunnel/tunnel.proto
https://github.com/openconfig/grpctunnel

gRPC Tunnel

(Without gRPC Tunnel) (With gRPC Tunnel)

Network Device, Cisco |0OS XE Tunnel Server Host

Network Device, Cisco 10S XE Tunnel Server Host

m gRPC core gNMI Client
=

gNMI Client

gRPC core

Listen
Port

Port Sockets
Tunnel . Client J
Client Ports

Tunnel Server

Without gRPC Tunnel, the gNMI client must With gRPC Tunnel the Cisco I0S XE
connect directly into the Cisco IOS XE gNMI device will create a secure outbound
listening port. connection to the Tunnel Server Host.

What is the aNMI Glient From there, the gNMI client can connect
Q: atis theg ient: . . . .
A: YANG Suite’s gNMI plugin can be used as the gNMI client for into the Cisco 10S XE device within the
GET/SET/Subscribe - however YANG Suite does not yet support tunnel.
gRPC Tunnel Server
Q: What is the gNMI Tunnel Server Host software?
A: Currently gNMic is the recommended tooling for tunnel server TLS + mTLS Su port

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1710/b_1710_programmability_cg/m_1710_prog_gnmi.html

testing and validation

alualn
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gRPC Tunnel quick start - configuration

. . #’I
1. InSta!I gnmic tO,OIIng bash -c "S (curl -sL https://get-gnmic.openconfig.net)"
2. Configure gnmic for tunnel server
3. Enable the gnmic tunnel server e
4. Enable gNMI APl on IOS XE 17.11+ | tunnel_server_config.yaml
5. Configure and enable gRPC tunnel _

insecure: false

H4 conft skip-verify: true
gnxi log: true
gnxi secure-init username: admin
service internal password: put_yours_here

gnxi secure-allow-self-signed-trustpoint
tunnel-server:

#5 address: ":4000"

gnxi grpctunnel dest ubuntuvm target-wait-time: "10s"
address 10.1.1.3

port 4000 H3 _ _ _
Isource-vrf Mgmt-vrf gnmic --config ./tunnel_server_config.yaml
enable --use-tunnel-server subscribe

gnxi grpctunnel target GNMI_GNOI --path system/config/hostname -i 10s

enable - --stream-mode sample

Match the port 4000 between the tunnel-server and the grpctunnel config
Update the IP, VRF, and credentials as needed for the environment

Secure gNXI configuration example included with self-signed certificates that are not validated
© 2025 Cisco and/or its affiliates. All rights reserved.



gRPC Tunnel quick start - example

auto@pod27-xelab:~$

A auto@pod27-xelab:~$ bash -c "$(curl -sL https://get-gnmic.openconfig.net)"
. InSta” gnmlc aS tunnel Server gnmic 0.28.0 is available. Changing from version 0.26.0.
Downloading https://github.com/openconfig/gnmic/releases/download/v0.28.8/gnmic_0.28.0_linux_x86_64.tar.gz

. Configure gnmic for tunnel SerVice Preparing to install gnmic ©.28.@ into /usr/local/bin

1

2 por . into /
] gnmul: 1n?talled into /usr/local/bin/gnmic

3. Enable the gnmic server cmis ; 8315400

4_ Ena ble gNMI API QI:SEE ﬁgii;15;2:Ia3baio;%penconﬁg/gnmlc

3}

docs : https://gnmic.openconfig.net

. Configured and enable gRPC tunnel autospod27xclab: s

auto@pod27-xelab:~$
auto@pod27-xelab:~$ cat gnmic/tunnel_server_config.yaml
c9300-pod27# insecure: false

c9300-pod27#sh run | s gnxi skip-verify: true

c9300-pod27# log: true

9300-pod27#conf t 9: _ ,

Enter configuration commands, one per line. End with CNTL/Z. username: a‘.jmln

c9300-pod27(config)#gnxi password: Ciscol23

c9300-pod27(config)#gnxi secure-init

c93B-podZ?(conf':Lg)#ser\‘.rice internal ] ] tunnel-server:

c9300-pod27(config)#gnxi secure-allow-self-signed-trustpoint . "

9300-pod27(config)#end address: ":4000
c9300-pod27# . . T "

€9300-pod27# €9300-pod27#sh run | s anxi target-wait-time: "1@s

9300-pod274 r g H2

@0-pod27# gt , ,
€9300-po . gnxi secure-allow-self-signed-trustpoint auto@®pod27-xelab:~%
€9300-pod27#sh run | s gnxi gnxi secure-trustpoint TP-self-signed-1365501949

gnxi ghxi secure-server
gnxi secure-allow-self-signed-trustpoint

c9300-pod27#
gnxi secure-trustpoint TP-self-signed-1365501949 m c9300-pod27#conf t

auto@®pod27-xelab: $ gnmic --config ./tunnel_server_config.yaml --use-tunnel-server sub
scribe --path system/config/hostname -i 1@s --stream-mode sample

gnxi secure-server Enter configuration commands, one per line. End with CNTL/Z.
c9300-pod27# c9300-pod27(config)#

c9300-pod27(config)#gnxi grpctunnel dest ubuntuvm
c9300-pod27(config-destination)# address 10.1.1.3
c9300-pod27(config-destination)# port 4000
c9300-pod27(config-destination)# !source-vrf Mgmt-vrf
c9300-pod27(config-destination)# enable
c9300-pod27(config-destination)#gnxi grpctunnel target GNMI_GNOI

c9300-pod27(config-target)# enable
© 2025 Cisco and/or its affiliates. All rights reserved. c9300-pod27(config-target)#

, gitURL=https://github.com/openconfig/gnmic, docs=https://gnmic.openconfig.net

2023/01/31 ©9:58:41.273538 [gnmic] version=0.28.0, commit=8315400, date—ZOZZ-lZ—@?TZ
2023/01/31 09:58:41.273576 [gnmic] using config file "./tunnel_server_config.yaml"

N
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gNMilc as Tunnel Server tooling - example

gnmic \

--config ./tunnel_server_config.yaml \
--use-tunnel-server subscribe \
--path system/config/hostname \

-i 10s \

--stream-mode sample

I tunnel_server_config.yaml

insecure: false

skip-verify: true

log: true

username: admin
password: put_yours_here

tunnel-server:
address: ":4000"
target-wait-time: "10s

© 2025 Cisco and/or its affiliates. All rights reserved.

auto@pod27-xelab: $
auto@pod27-xelab: $
auto®pod27-xelab: $ gnmic --config ./tunnel_server_config.yaml --use-tunnel-server subscribe --path system/config/hos
tname -i 1@s --stream-mode sample
2023/01/31 11:15:49.753057 [gnmic] version=0.28.0, commit=831540@, date=2022-12-@7T17:02:16Z, gitURL=https://github.com/ope
nconfig/gnmic, docs=https://gnmic.openconfig.net
2023/01/31 11:15:49.753136 [gnmic] using config file "./tunnel_server_config.yaml"
2023/01/31 11:15:49.755@27 [gnmic] starting output type file
2023/01/31 11:15:49.755224 [file_output:default-stdout] initialized file output: {"Cfg":{"FileName" FileType":"stdout",
"Format":"json","Multiline” :true, "Indent ", "Separator”:"\n", "OverrideTimestamps": false, "AddTarget":"","TargetTemplate":
""" "EventProcessors” :null, "MsgTemplate":"", "ConcurrencyLimit”:100@, "EnableMetrics”:false, "Debug”:false}}
2023/01/31 11:16:23.220697 [gnmic] tunnel server discovered target {ID:gnmib tunnel test client Type:GNMI_GNOI}
2023/01/31 11:16:23.220871 [gnmic] adding target {"naome":"gnmib tunnel test client","address":"gnmib tunnel test client","u
, 'password” ; "****" “timeout” :10000000000, "insecure”:false, "tls-cer "tls-key":"","skip-verify":true,"bu
1100, "retry-timer” : 10000000000, "log-tls-secret”:false, "gzip": false, "token" "tunnel-target-type":"GNMI_GNOI"}
11:16:23.220912 [gnmic] queuing target "gnmib tunnel test client”
11:16:23.220927 [gnmic] starting target "gnmib tunnel test client” listener
11:16:23.22095@0 [gnmic] subscribing to target: "gnmib tunnel test client”
11:16:23.2213@82 [gnmic] dialing tunnel connection for tunnel target "gnmib tunnel test client”
11:16:23.248063 [gnmic] target "gnmib tunnel test client" gNMI client created
11:16:23.248468 [gnmic] sending gNMI SubscribeRequest: subscribe="subscribe:{subscription:{path:{elem: {name:"sys
tem"} elem:{name:"config"} elem:{name:"hostname"}} mode:SAMPLE sample_interval:1000000000@}}', mode='STREAM', encoding="150
N', to gnmib tunnel test client
{
"source": "gnmib tunnel test client”,
"subscription-name": "default-1675192549",
"timestamp": 1675192583304250000,
"time": "2023-01-31T11:16:23.30425-08:00",
"updates": [
{

"Path": "system/config/hostname",
"values": {
"system/config/hostname”: "c9300-pod27"
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gRPC Tunnel quick start - validation

. c9300-pod27#sh run | s gnxi auto@pod27-xelab: $
ShOW run | S anl gnxi auto@pod27-xelab: $ gnmic --config ./tunnel_server_config.yaml
. i secure-allow-self-signed-trustpoint 2023/01/31 11:15:49.753057 [gnmic] version=0.28.0, commit=8315400, dd
. . . .net
sh )N EITYe dest i secure-trustpoint TP-self-signed-1365501949 Blb073/01/31 11:15:49.753136 [gnmic] using config file "./tunnel_serve

secure-server 2023/01/31 11:15:49.755027 [gnmic] starting output type file
grpctunnel destination ubuntuwvm 2023/01/31 11:15:49.755224 [file_output:default-stdout] initialized f

address 10.1.1.3 ", "Separator":"\n","OverrideTimestamps" :false, "AddTarget":"", "Targef]

, 'Debug":false}}
port 4200 2023/01/31 11:16:23.220697 [gnmic] tunnel server discovered target {I

enable 2023/01/31 11:16:23.220871 [gnmic] adding target {"name":"gnmib tunnd

gnxi grpctunnel target GNMI_GNOI : 10000000000, "insecure” :false, "tls-cert":"", "tls-key":"", "skip-verif
enable "tunnel-target-type":"GNMI_GNOI"}

c9300-pod27# 11:16:23.22@0912 [gnmic] queuing target "gnmib tunnel test

11:16:23.22@0927 [gnmic] starting target "gnmib tunnel test]

c9300-pod27# 11:16:23.22@950 [gnmic] subscribing to target: "gnmib tun

] . . 11:16:23.221302 [gnmic] dialing tunnel connection for tun

c9300-pod27#show gnxi grpctunnel destinations 11:16:23.248063 [gnmic] target “"gnmib tunnel test client"

All configured destinations 11:16:23.248468 [gnmic] sending gNMI SubscribeRequest: sub

ame"}} mode:SAMPLE sample_interval:10000000000}}', mode='STREAM', eng

Destination Name: ubuntuwvm {,. P —
source": "gnmib tunnel test client”,

Target: GNMI_GNOI "subscription-name": "default-1675192549",

Tﬂg: 1 "timestamp": 1675192583304250000,

REQ"LStEF‘Ed! Yes "time": "2023-01-31T11:16:23.30425-08:00",
. "updates™:

Session Started: Yes ? [

Tunnel Active: Yes "Path": "system/config/hostname”,

Error: "values": {
"system/config/hostname": "c930@-pod27"

N
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gNMilc as Tunnel Server tooling

gNMic

gNMlc is common tooling that supports the grpc tunnel
https://anmic.openconfig.net/user quide/tunnel server/

auto@pod27-xelab:~$ gnmic version

= gNMIlc

@ (J
version : 0.28.0
commit : 8315400
date : 2022-12-07T17:02:16Z Tunnel Server
gitURL : https://github.com/openconfig/gnmic
docs : https://gnmic.openconfig.net Introduction
Configuration ghMIc supports gNMI Dial-out as defined by openconfig/grpctunnel .
[ll\jﬂf’::SFi-j-C...]‘-r;f e ghMIc embeds a tunnel server to which the gNMI targets register. Once registered,
address: gNmMIc triggers the request gNMIRPC towards the target via the established tunnel.
# 1f true, the server will not verify the client's certificates
bklp_ciifiumlso;tlfl..'- file to be used, irrelevant if “skip-verify ™ is This use case is described here
kflc 1l ifi
ing unary RPCs or su i oll/or
hev RP server metrics
# enable additional debug logs
debug: false
[ I [ I [
© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017 C1sco
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https://gnmic.openconfig.net/user_guide/tunnel_server/
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Programmability Website

The one-stop-shop for Cisco IOS XE Programmability resources including videos, white papers, labs and more!

e - Community Forum
Cisco I10S XE Programma Automation ¢ IOS XE FAQ

 White Papers —

« Code Exchange

« |OS XE Docs & Guide

« Learning Tracks and Labs
« Sandboxes

manegomon « ...and more!

Programmability options with I0S XE

Provisioning
The
inclu
Pre-
sa
depl

https://developer.cisco.com/iosxe/
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https://developer.cisco.com/iosxe/

Cisco YANG Suite

YANG API Testing and Validation Environment

Construct and test YANG based APIs over
NETCONF, RESTCONF, gRPC and gNMI

|OS XE / 10S XR / NX OS platforms

Get hands-on using the new learning lab!

Docker container innovation 1 container

© 2025 Cisco and/or its affiliates. All rights reserved.

YANG Suite

BRKDEV-2017

© % Explore YANG Models

Select a YANG set  C9300

@ Display schema nodes only () Display all nodes
&% Cisco-10S-XE-interfaces-oper

4--[~ interfaces
4-- 1= interface
# name
interface-type
admin-status
oper-status
last-change

if-index

YANG Suite NETCONF / YANG set “C9300” / Modules

© I NETCONF

YANG Set  C9300 N Module(s)

NETCONF Operation get % Device

<[> Build RPC

Select YANG module(s) Cisco-10S-XE-interfaces-oper %

Cisco-10S-XE-interfaces-oper %

JCOHOE-DMZ-C9300

YANG Suite / Exploring YANG / YANG set “C9300” / Modules

e @ © @

Load module(s)
v

o Icon legend O\ Search XPaths O\ Search nodes /' Expand all nodes

Node Properties

Name statistics

Nodetype container

Description A collection of interface-related statistics objects
Module Cisco-l0S-XE-interfaces-oper

Revision 2020-07-01

Xpath /interfaces/interface/statistics

Prefix interfaces-ios-xe-oper

http://cisco.com/ns/yang/Cisco-10S-XE-interfaces-oper

o @ © @

v Load Module(s)
ﬂ Edit Device Open Device Window
)
) ® Clear RPC(s)

Nodes Value
L & Cisco-l0S-XE-interfaces-oper
4[> interfaces
4-1= interface
" o
----- interface-type
----- admin-status
oper-status
last-change
if-index
----- phys-address
----- higher-layer-if
lower-layer-if
speed
[~ statistics

<rpc xmins="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get>
<filter>
<interfaces xmins="http://cisco.com/ns/yang/Cisco-10S-XE-interfaces-
oper">
<interface>
<name/>
<statistics/>
</interface>
<finterfaces>
</filter>
</get>
<frpc>

developer.cisco.com/yangsuite

github.com/CiscoDevNet/vangsuite

alualn
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https://developer.cisco.com/learning/labs/intro-yangsuite/

APl White Paper

Programmability and auto... A O\ Products & Services |/ Switches / Campus LAN Switches - Access /[ Cisco Catalyst 9300 Series Switches /

et Conta Catalyst Programmability and Automation

Programmability and automatio... -

Day 0: Provisioning automation Network Configuration Protocol

Pre-boot Execution Provisioning
Day 1: Model-driven programmability I automation Device (NETCONF), RESTCONF, gNMI
, Environment (iPXE) anboarding YANG data models,
Day 2: Model-driven telemetry Zero touch provisioning python OpenConfig, and YANG
Day N: Device optimization VM automation Suite tooling
Terraform, Ansible, pyATS
Cisco 10S XE operational consistency
Device
- configuration
Yet Another Next Generation (Y... ot o
Day 1: Model-driven program...
Tooling: Cisco YANG Suite
Device
Day 2: Model-driven telemetry optimization
Day N: Device optimization gNOI cert/os/reset proto
Gonclusi Guest shell + NETCONF sm:;:n":ge TIG_MDT container + examples
onclusion
CentOS 8 Python 3 YANG On-Change support
Additional resources Application hosting @ mg{:‘t’::ng gRPC Dial-Out + DNS + TLS
with Docker gNMI/NETCONF Dial-In

CLI to YANG

https://www.voutube.com/watch?v=L. dcK5PnPu?2|

alualn
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https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/nb-06-catalyst-programmability-automation-wp.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/nb-06-catalyst-programmability-automation-wp.pdf
https://www.youtube.com/watch?v=LdcK5PnPu2I
http://cs.co/apiwp
http://cs.co/apiwppdf

Model Drive Telemetry (MDT) White Paper re——

Table of Contents

Introduction to Cisco 10S XE
The Model Driven Telemetry White Paper includes examples, use cases and tooling related to telemetry.

This paper is now available online and in PDF form!

Introduction to telemetry

Benefits of model driven tele...

Network Configuration Protocol Network monitoring challeng...
(NETCONF), RESTCONF, gNMI

[~ l—1~1 YANG data models,

- R OpenConfig, and YANG
m_. Suite tooling

=CoDomE

\
Device
configuration

Pre-boot Execution Provisioning .
automation Device

onboarding
python

Architecture and databases

Environment (iPXE)
Zero touch provisioning

Dial-in and dial-out MDT

VM automation Publication notification optio...

Terraform, Ansible, pyATS
YANG data modeling language +

Benchmarking and comparis...

Intent Context

Cisco controller solutions
Cloud solutions

Tooling
Device

optimization Dashboarding and validation

gNOI cert/os/reset proto Configuration examples

Guest shell + NETCONF Software image ‘ : " Model driven | TIG_MDT container + examples
CentOS 8 Python 3 : YANG On-Change support

Application hosting @ gRPC Dial-Out + DNS + TLS
with Docker gNMI/NETCONF Dial-In
CLI to YANG

Telemetry configuration man...

Troubleshooting and validati...

Device
monitoring

Best practices and lessons |...

Conclusion

Resources
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https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/model-driven-telemetry-wp.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/model-driven-telemetry-wp.pdf

v
ext-conn-0

dCloud Programmability

L
ubuntu-0 Ened

https://dcloud.cisco.com
“Cisco Catalyst 9000 IOS XE Programmability & Automation Lab v1”
https://dcloud?.cisco.com/demo/catalyst-9000-ios-xe-programmability-automation-
lab-v1

Use Cases:

EVPN:

Ansible with CLI deployment of EVPN solutions
EVPN management over RESTCONF/YANG with
Postman

Declarative EVPN fabric management with Terraform

Tooling and Integrations
YANG Suite

+  NETCONF/RESTCONF/gNMI API

*  Ansible integration
«  NETCONF/gNMI Dial-In Telemetry
»  gRPC Dial-Out Telemetry receiver

Telemetry
*  TIG stack in Docker

IVIOoQel Uriven i eiemeury
Telemetry configuration with CLI and YANG Suite

Collection with TIG_MDT container and tooling

YANG Programmability
YANG Suite tooling and integrations to YANG API’s
Ansible integrations

Ubuntu VM Details:
Syslog receiver from all switches
TFTP config backup

See slide

Windows VM Details
VS Code
Terraform @ folder

ok

VLAN10 Gi1/0/3
VLAN20 Gi1/0/4

v v
ubuntu-1 desktop-0

v
_ 86

[{ VLAN10 Gi1/0/3 g
VLAN20 Gi1/0/4

v v
ubuntu-2

desktop-1 ubuntu-2 desktop-2

«  Grafana dashboard for device health Ansible @ folder V'é'lf‘_'\”.
Chrome browser cIk=spine P 198.18.1.21
Postman / RESTCONF YANG SUite, Grafana =‘. G e S developer/
«  EVPN fabric API calls Bash/PS/Cmd shells e Cl1sco12345
SSH into C9K or Ubuntu : Gl ] _
»  Declarative EVPN fabric management Workspace for EVPN iE‘: C1sco12345
Ansibl 3 c9k-leaf2
nsible _ _ CIK VM’s i IP: 198.18.1.32
+  EVPN solution enablement using CLI developer /
C1sco12345

© 2025 Cisco and/or its affiliates. All rights reserved.
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https://dcloud2.cisco.com/demo/catalyst-9000-ios-xe-programmability-automation-lab-v1
https://dcloud2.cisco.com/demo/catalyst-9000-ios-xe-programmability-automation-lab-v1

DevNet Sandbox - overview for Campus and Enterprise

https://developer.cisco.com/site/sandbox/

1. Reservable Physical: C9200, C9300, C9300X including stacks
About to go into production April 2025
Usecases: Application Hosting, Power telemetry, etc

2. Reservable Virtual: C8KV Router + NX + XR + Ubuntu VM
Usecases: Enterprise topology, dual-ZTP

3. Always-0On: C9KV

Usecase: Virtual switch for basic config validation usecases

DNS: devnetsandboxiosxec9k.cisco.com COKV User is privis
“Launch Sandbox” to get login credentials and has full
4. Always-0On: C8KV permissions, there
DNS is devnetsandboxiosxe.cisco.com is reset automation
5. Reservable Catalyst Center (Physical & Virtual) for when you break
CML and C9KYV, ISE for SDA it now too ©

Additional enablement labs:

1. YANG Suite “Learning Lab 2.0”
Interactive guide with tool running in Docker container
“YANG Suite as a service”

2. dCloud Programmability Lab

EVPN topology with all programmability features enabled

© 2025 Cisco and/or its affiliates. All rights reserved. BRKDEV-2017

Launch Sandbox ~

Catalyst 9000 Always-0On Sandbox o

Always-0n sandbox for Cat9K. Reserve to create
unique credentails and access the Cat9000v switch.

Always-0On Networking  NEW

-
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https://developer.cisco.com/site/sandbox/

Complete Your Session Evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to be entered in
a drawing to win 1 of 5
full conference passes
to Cisco Live 2026.

2o
0Q

Earn 100 points per
survey completed
and compete on the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

&

Complete your surveys
in the Cisco Live
mobile app.

© 2025 Cisco and/or its affiliates. All rights reserved.

87




Continue your education

¢

Visit the Cisco
Showcase for related
demos

2
(1

Book your one-on-one
Meet the Engineer
meeting

p)
)

(o))
MM

Jo

O
M

Attend the interactive
education with DevNet,
Capture the Flag, and
Walk-in Labs

tDl@
Q16

Visit the On-Demand
Library for more
sessions at

www.Ciscolive.com/

on-demand
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